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Message from the Editor-in-Chief

The Journal on Terrorism and Security Analysis (JTSA), now in its 10th edition, is a
student run publication administered by a joint team of dedicated students from both
the Syracuse University College of Law and the Maxwell School of Citizenship and
Public Affairs. We strive to publish quality papers from national security experts and
practitioners as well as from students with a strong interest in the field. The Student
Association on Terrorism and Security Analysis (SATSA) is a student-run program
dedicated to a high level of academic scholarship and research by not only producing
this journal but also with our conference held in the spring each year.

[ believe this edition represents the true diversity that comprises the field of national
security and terrorism related studies. We were fortunate enough to receive papers from
current Masters students as well as from past College of Law graduates. In addition to
these former students, we were able to receive submissions from some very established
experts in the field. In keeping with this editions theme of diversity I think you will find
that the subject matter covers a lot of varying material. To the public the field of national
security ebbs and flows with whatever the hot issue is presented in the media, one day
it could be Somali piracy and when that falls out of popularity then conversation moves
on to topics like cyber security. I think this edition represents that all issues that concern
our public safety are relevant conversation at any time. The world is a small place and
security issues truly do represent a global threat with new problems emerging every
day. It is our hope to try and bring academic scholarship and awareness to as many
issues as we can.

The JTSA staff would like to thank the faculty and staff of the Institute for National
Security and Counterterrorism (INSCT) without whom this journal would not be
possible. Their continued financial and inspirational support is what allows us to do
this. I would like to especially thank Martin Walls whom [ have come to know as an
invaluable resource. Additionally, we would like to thank Melanie Anne Stopyra, the
Director of the Syracuse Office of Publications and their staff, who was willing to work
with tight deadlines and an inexperienced Editor-in-Chief. I would also like to note that
the front cover image “World Icon” by Juan Pablo Bravo was made available courtesy of
The Noun Project. Again [ cannot thank INSCT, the JTSA Staff and SATSA enough.

[ can only hope that the reader enjoys our journal as much as we have enjoyed being a
part of its production.

Sincerely,

Chris Moritt
Editor-in-Chief



DARK CYBER: Some Downsides of Technologies

Dr. Steven Bucci & Maura Cremin

Introduction

In the last half century, the human experience has
changed at a more rapid pace than at any time in
history. This is the result of many factors, but one
stands out above all the rest: the rise of the Internet.
With the development and explosive growth of the
Web, the entire nature of human interaction has
changed. Never before have people been as closely
connected as they now are. At any given moment, it
is completely feasible that business owners in London are speaking to clients in Seoul,
that residents of Chicago are sending emails to relatives in Florence, that professors

at a university in Texas are sending assignments to students studying in Peru. I live in
Washington, D.C,, teach for Long Island University, with students serving in combat in
Afghanistan. These sorts of exchanges are instantaneous, and they bring our world closer
together than it has been at any point.

Certainly, there is a vast array of benefits that come from this sort of technology. The
ease and speed with which individuals can communicate across great distances is
perhaps one of the most obvious. Additionally, the increased ability of individuals to
access information has increased public knowledge, and has contributed, in many
instances, to keeping governments, businesses, and non-profits responsible for their
actions. Cyber technologies have improved the efficiency of businesses, thereby,
lowering costs and prices for consumers while providing more private sector jobs.

A huge number of our technological advancements, from transportation to energy
to communication involve, and have been improved in some way by, the influence of
cyber technology. The gains that society has received from this sector are really almost
impossible to quantify.

But cyber technology has a dark side. This cannot be ignored. In spite of all of the
benefits that have come with it, huge risks have accompanied them. With the incredible
ease of access to information that the Internet provides, it also diminishes secrecy, both
for individuals and for governments which may have very good reason for keeping
information classified. It is also becoming increasingly centralized, while at the same
time allowing for increasing user anonymity, which could potentially have a very
stultifying effect on democracy and accountability. Perhaps most dangerous is the fact
that the almost universal reliance of the planet’'s humanity on cyber technology has
rendered us all vulnerable to any failure of the system.

These vulnerabilities are very real, and they represent huge considerations. However,
they are not a reason for a Luddite call to turn away from cyber. Cyber technologies

are an important part of modern societies, and the benefits that they provide are even
greater than the risks they entail. Nevertheless, Americans must be aware of the dangers
of cyber, and be prepared to take measures, both privately and publicly, to protect
against any damaging failure of our cyber infrastructure. Vigilance, not regression, must
be the rallying cry of those concerned for the future of cyber security.

Privacy: An Archaic Concept?

One of the most significant potential dangers of cyber technology is the risk that it
poses to individual privacy. Many tools that are commonly used by businesses as well




as government have the potential, if used improperly, to lead to severe infringements
on individual privacy. However, all of these technologies also serve valuable needs of
both the private and public sector. Therefore, they cannot and should not be eliminated.
So that the public can be vigilant against possible abuse of these tools, their potential
weaknesses must nevertheless be recognized. The national debate spurred by the NSA/
Snowden revelations was stark evidence that we still need to work on this area.

Data Mining

One of the foremost tools that has the potential to be manipulated in a manner harmful
to public interest is data mining'. Sometimes known as knowledge discovery, data mining
occurs when computer technology is used to shift through enormous quantities of data
in order to extract meaning from that data.? This technology allows the user to convert
data into information about future trends and to predict future outcomes. It is used by
businesses for a number of purposes, from targeted marketing to fraud detection.?

Data mining has also been used by the government. Intelligence agencies, for instance,
often scour databases searching for patterns of behavior that indicate a potential threat
to national security. Data mining has been a part of the U.S. government’s arsenal for a
very long time.* From the early 1990s, the Department of the Treasury used data mining
to detect money laundering schemes.® The U.S. military used this technology to target
terrorist networks, as well as paramilitary organizations in Bosnia during the period

of engagement there.® However, after 9/11, the need for this technology reached new
levels. When the Defense Advanced Research Projects Agency (DARPA) established the
Total Information Awareness (TIA) program, which would have allowed the government
to analyze vast quantities of data in order to search for potential terrorists, the negative
reaction was overwhelming. By 2004, the TIA program budget was eliminated.’

The story of the TIA illustrates the fears that Americans have about the potential
dangers of the government going through their private information. Such fears are
reasonable. Data mining gives the government the ability to look through and analyze
the most private information citizens have. Improperly used, it is certainly feasible that
such technology could be used to manipulate the public, or, on a more extreme note,
could be a source of population control. It was exactly these sorts of concerns that led
to public infuriation about this program in the past, and that should cause skepticism
about this technology in the future.

Mobil Computing

A further concern has been raised in regards to the improvements in GPS technology
as they are used in mobile devices. With most of the world glued to their cell phones,
the presence of GPS technology means that almost any individual can be found at any
moment. This technology certainly has many benefits. It is incredibly useful in allowing
law enforcement to find lost or missing persons, or to track down criminals. Such
options are extremely beneficial to law enforcement and to society as a whole.

1 Jason Frand, “Data Mining: What is Data Mining,” University of California Los Angeles, http://www.
anderson.ucla.edu/faculty/jason.frand/teacher/technologies/palace/datamining.htm.

2 Frand, “Data Mining.”

3 Ibid.

4 Jeffrey A. Hart, “The Controversies over Data Mining and Warrantless Searches in the Wake of
September 11.” Paper prepared for a panel on “Information Access, Power, and Rights,” at the annual
meeting of the International Studies Association, San Francisco, California, March 25-29, 2008, https://
scholarworks.iu.edu/dspace/bitstream/handle/2022/3109 /Hart_isa08_datamining.pdf?sequence=1.

5  Hart, “Controversies over Data Mining,” 5.

Ibid.

7 Ibid. 1.
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With that said, there are also very serious concerns about this kind of technology. The
tracking technology in most cell phones is as precise as many GPS systems, if not more
so.2 Unfortunately, cell phone security is also virtually non-existent. This makes it very
easy for individuals to track down others, provided they have their target’s cell phone
number and some basic knowledge of how cell phone networks work.’

The potential for privacy violation extends beyond the capabilities of the individual.
Current privacy laws prevent law enforcement officials from tracing an individual’s cell
phone without a warrant.!® However, many fear the consequences of government failure
to comply with this law.!* This technology certainly facilitates government officials
listening to the private conversations of citizens, and the minimal security protections
on mobile devices only means that it will be easier for them to do so. In this way, even
the technologies that are a most ubiquitous part of our daily lives have the potential to
harm liberty if they are abused.

Deep Packet Inspection

Deep Packet Inspection is another technique that has provoked controversy in recent
years. Deep Packet Inspection occurs when an Internet service provider uses powerful
software to scan the data that passes through its network.!? As the data that is sent
through the Internet is sorted into packets, Deep Packet Inspection analyzes each packet
for information, such as the sender, the recipient, and what the packet contains.® This
tool can be highly valuable. Internet service providers typically use it for reasons like
stopping the spread of viruses and preventing illegal downloads. With a court order,

law enforcement officials can also use Deep Packet Inspection to intercept criminal
communication.'*

However, like the previously discussed tools, Deep Packet Inspection has a dark side.
Internet service providers have the capability to go through all of any given individual’s
personal information and use it for any purpose they desire.'> Law enforcement officials
have the capability to view a citizen’s Internet activity, or to interfere with it as they see
fit.® The idea that the government as a whole could use this technology to minimize

the effect of their citizens’ online activity and undermine Internet privacy is hardly far-
fetched. It is exactly this technique that is used in places such as China to prevent people
from accessing the marketplace of ideas that exists on sites like YouTube.!”

Though we are fortunate not to live in an autocracy like that of China, the fact remains
that should the American government ever abuse this technology, it has the power

to undermine our democracy. Not only could it stop citizens from accessing sites the
government happened to dislike, it could also be use to profile and monitor individuals
on the basis of their Internet activity. With techniques such as Deep Packet Inspection,

8  Andy Greenberg, “Reminder To Congress: Cops’ Cellphone Tracking Can Be Even More Precise
Than GPS,” Forbes, May 17, 2012,, accessed August 1, 2012, http://www.forbes.com/sites/
andygreenberg/2012/05/17 /reminder-to-congress-cops-cellphone-tracking-can-be-even-more-
precise-than-gps/.

9  Justin, Scheck, “Stalkers Exploit Cell Phone GPS,” Wall Street Journal, August 4, 2010, accessed August 1,
2012, http://online.wsj.com/article/SB10001424052748703467304575383522318244234.html.

10 Greenberg, “Reminder to Congress.”

11 Ibid.

12 Alex Wawro, “What is Deep Packet Inspection,” PCWorld, February 1, 2012, accessed August 1, 2012,
http://www.pcworld.com/article/249137 /what_is_deep_packet_inspection.html.

13 Wawro, “Deep Packet Inspection.”
14 Ibid.

15 Ibid.

16 Ibid.

17 See Ibid.




the anonymity of the Internet becomes far less certain. If anything, it has the power to be
a weapon that serves to further empower government over its citizens.

Ubiquitous Wi-Fi

An often unrecognized threat to individual liberty lies in the movement to ubiquitous
Wi-Fi. Currently, many cities are considering implementing infrastructure that would
allow for nearly universal access to the Internet for their citizens.’® In many ways, this
is the height of cyber freedom. It means that any citizen, at any given point in time, can
expect to access the Internet. For many, the appeal of this kind of access in a world of
24 /7 connectivity will be predominantly beneficial. Yet in spite of the possibility that
this will make the Internet an even more democratic place, ubiquitous Wi-Fi presents
some very real dangers.

Public Internet is notoriously unsafe, and nothing said or done online can be
guaranteed to remain unnoticed.’® As public Wi-Fi becomes increasingly common, it
will likewise become increasingly common for the government to be able to access the
communication that takes place in that sphere. In a society that is virtually addicted

to web connectivity, it is hardly inconceivable that the Internet would serve as a giant
‘honeypot, in which citizens going about their daily cyber lives would be unaware of the
fact that the government was tracking their movements.

In this way, the phenomenon of ubiquitous Wi-Fi is like Deep Packet Inspection, in that,
while it provides real benefits, it has the potential to enhance governments’ ability to
monitor their citizens. Unfortunately, while many individuals are quick to perceive the
dangers of a technique like Deep Packet Inspection, in spite of the benefits it offers,
ubiquitous Wi-Fi often manages to seem more innocuous. It may seem as though this
would only enhance the democratic nature of the Internet. Yet the dangers which plague
ubiquitous Wi-Fi reveal the way in which any increased reliance on the Internet has the
potential to harm citizens’ liberty.

Ultimately, tactics such as Data Mining and Deep Packet Inspection, and social realities
such as cell phone usage and ubiquitous Wi-Fj, all indicate the ways in which the
government can use the Internet to harm privacy. For all of the benefits that these
aspects of our cyber world provide, they do have very real downsides. As the world
becomes increasingly virtual, it is inevitable that it will become less private. The
dangers that ensue from that reality very much threaten individual privacy. This fact
demonstrates with undeniable clarity the importance of monitoring the government’s
use of such technology in order to prevent it from infringing upon the people’s
reasonable expectations of privacy.

Moving Towards a Single “Web Master”

In addition, and in many ways related to issues of diminishing privacy on the web, are
questions about increasing Internet centralization. From the rise of cloud computing

to the dominance of web portals, the Internet is becoming increasingly concentrated.
This has the potential to increase efficiency and security on the Internet. At the same
time, however, like any concentration of power, cyber centralization has the potential
to reduce the very democratic nature of the web itself, by taking many choices away
from users. As this phenomenon continues, it is possible that it may severely curtail the
freedom that is the hallmark of the Internet.

18 Nishanth Sastry, Jon Crowcroft, and Karen Sollins “Architecting Citywide Ubiquitous Wi-Fi Access,”
Cambridge University: 1, http://www.cl.cam.ac.uk/~nrs32 /pubs/hotnets6.pdf.

19 Nathan Gilliat, “Why Government Monitoring is Creepy,” Social Enterprise Today, February 17, 2012,
accessed August 1, 2012, http://socialenterprisetoday.com/blog/posts/why-government-monitoring-
is-creepy/.




Cloud Computing

One of the foremost centralizing technologies, which is growing in popularity and
capability, is cloud computing. Cloud computing is the provision of storage space
and computing capacity on the part of Internet Service Providers. In this way, cloud
computing is less a technology than a strategy for providing IT services. There are
different types of cloud computing.?’ Private clouds occur entirely within the firewall
of an individual user. As such, they tend to be somewhat secure. They are also

highly virtualized and tend to combine a significant amount of IT infrastructure in
their resource pools.?! Public clouds are less secure. In fact, anyone with a network
connection and a credit card can access a public cloud.

This combination of accessibility and centralization is convenient in many ways.?

It tends to be more cost-effective than traditional means of IT service provision. It

also tends to be considerably more efficient than such means. Furthermore, if used
responsibly, cloud computing offers real security benefits to users. Internet Service
Providers have a very real incentive to ensure that their systems are as well-protected
as possible, and typically have greater resources to devote to web security. In this way,
firms and individuals do not have to try to provide their own web security, but are able
to leave it to experts.

However, as with any centralizing phenomenon, cloud computing also poses very
serious risks. Among these are issues of privacy.?® Unlike most datacenters, cloud
providers are subject to subpoenas, surveillance, and data seizures. Moreover, as
warrants are served to the Internet providers, who have no obligation to inform their
customers, individuals are not guaranteed to know when the government has accessed
their personal information. As such, the information that users store under cloud
computing is increasingly subject to government monitoring. Ultimately, much of the
privacy policy for cloud networks is determined by the network itself, and is therefore
subject to change.**

Furthermore, despite the security benefits which come with cloud computing, there
are serious risks inherent in any highly centralized system. Should a breach of security
occur within a cloud network, the effects could be catastrophic. As users surrender
control of their network to the Internet Service Provider, they become dependent on
that provider for their cybersecurity. When breaches are made, therefore, it is likely that
they will affect more people than they would if the networks remained decentralized.
It is for reasons such as these that, according to a survey carried out by the Information
Systems Audit and Control Association (ISACA), 45% of IT providers believe that the
risks of cloud computing outweigh the benefits, as opposed to only 17% who believe
that the risks outweigh the benefits.?> Though these benefits certainly exist, cloud
computing offers perhaps the clearest indication of the caution that should be used in
approaching enhanced cyber capabilities, especially where those capabilities serve to
further centralize the Internet.

20 Jon Brodkin, “Cloud Computing, Demystified,” NetworkWorld, May 18, 2009, http://www.
networkworld.com/supp/2009/ndc3/051809-cloud-faq.html (August 1, 2012)

21 Ibid.

22 “Risks and Benefits of Cloud Computing,” Privacy in the Cloud, http://www.princeton.edu/~ddix/risks-
benefits.html (August 1, 2012)

23 Jamey Heary, “The Dangers of Cloud Computing,” NetworkWorld, May 28, 2012, http://www.
networkworld.com/community/blog/dangers-cloud-computing, (August 1, 2012)

24 Primavera De Fillipi, Smari McCarthy, “Cloud Computing: Legal Issues in Centralized Architectures,” VIl
International Conference on Internet, Law and Politics, Spain, 2011, http://halshs.archives-ouvertes.fr/
docs/00/71/30/48/PDF/IDP_-_Centralized_architectures.pdf (August 1, 2012)

25 “Risks and Benefits of Cloud Computing”




Limited Internet Portals

Additional centralization concerns are raised in response to issues regarding Internet
portals. These portals are web sites that unite a widely disparate group of sources in a
cohesive way. In addition to offering search engine features, these sites usually provide
services such as databases, email, news, and entertainment. They represent a growing
segment of Internet usage, but certain web portals are particularly significant. Facebook,
YouTube, AOL, and Google are just a few of the web portals that dominate most web
users’ Internet time.

As in the case of cloud computing, the centralization inherent in internet portals has
very real benefits. It undoubtedly enhances efficiency and consumer satisfaction by
providing Internet users with easy access to a wide variety of key services. The appeal
of that service is very clearly reflected in the almost daily use which Internet portals
can boast. In fact, many of the most popular Internet portals are used so frequently that
their names have become verbs in their own right. For instance, it is not uncommon to
hear someone say that they will ‘Facebook’ their friend, ‘Google’ their latest research
topic, or ‘YouTube’ their favorite music video. It is hard to imagine, therefore, that
Internet portals are going away anytime in the near future.

With that said, these websites exhibit many of the same centralizing techniques that
cloud computing does. With those come many of the same risks. The centralization of
information within Internet portals means that data held within them is more easily
accessed by those who may wish to see it, whether for good or evil purposes. Currently,
many government entities are using portals to communicate with citizens.?® While that
has the potential to serve citizens by increasing the level of communication between
government and citizens, it is conceivable that it could be used in other ways.

As the personal data of Internet users is increasingly concentrated in fewer and fewer
key sites, whether Google, AOL, Facebook, or others, it is easier for entities that wish to
monitor their citizens to know where to look. Given the incredible popularity of certain
web portals, such as those listed above, there are fewer websites that the government
needs to track in order to garner an incredible amount of information about the lives of
its citizens. The access of such sites could virtually strip away Internet users’ anonymity
and privacy. Few people even think of this when sending email from their private email
accounts or posting potentially inflammatory comments on Facebook. But the reality is,
the abuse of Internet portal technology would give those in government who might wish
to follow their citizens’ activity an incredibly easy method of doing so.

Ultimately, the increased centralization of the Internet is largely a result of a demand for
increased efficiency and convenience on the Internet. In the case of cloud computing,

it also has the potential to provide real security benefits. However, as with any form

of centralization, the concentration of Internet activity also has a disturbing tendency

to decrease the web’s very democratic nature. As Internet Service Providers levy an
increasing amount of control over cyber activity, the ability of those who would abuse
the Internet to monitor individuals increases exponentially. As the anonymity of the web
decreases, its potential to serve as a tool of abusive governments increases. While that
is not necessarily the intended, or even predominant result of these capabilities, the
risks they pose to democracy, and even security, are severe enough that they should be
watched with constant vigilance and accepted only cautiously.

26 Jamie Yep, “Web Portals Still Relevant But User Engagement Needed,” ZDNet, June 28, 2011, http://
www.zdnet.com/web-portals-still-relevant-but-user-engagement-needed-2062300953/ (August 1,
2012).




Should the “Wild West” Remain Wild?

An additional concern that has become quite prominent in regard to discussion of the
Internet has been the issue of anonymity vs. accountability. One of the Internet’s most
striking features has been the ease with which people can operate without traceability.
This has allowed the web to be, in many ways, a bastion of true freedom of speech, for
the ability to comment freely on issues has allowed individuals to express their opinions
without fear. At the same time, however, this anonymity has also drastically reduced
web users’ sense of accountability. The ability to say anything without any conceivable
consequences has led many to abuse the liberty of the web. This tendency has very real
ramifications.

Anonymity/Lack of Accountability

Certainly Americans are very inclined to support anything that promotes freedom

of speech. After all, our nation owes its independence in part to an anonymously
published pamphlet, Common Sense. However, complete anonymity on the web can lead
to devastating results. Since it is possible to post comments on the Internet without
one’s name being attached to them, many individuals lose touch with any sense of
accountability for their actions. One result of this has been the massive increase in
cyber bullying and abusive comments in recent years.?” Since the Internet takes away
the humanity of the person on the other end of cyberspace, it becomes very easy for
the commenter to indulge in vitriolic and hateful attacks.? The personal toll that such
behavior takes on its victims is, and some of the tragic consequences of this behavior,
have very clearly highlighted the dangers of an absence of accountability on the Internet.

Yet the risks of anonymity extend beyond the realm of high school students seeking
new venues to torment their peers. In fact, the lack of accountability that ensues

from an anonymous Internet has nation-wide implications. Under the cover of a false
name, or no name, it is entirely conceivable that an individual could spread rumors
that could influence public or government activity.* For instance, if an individual used
an anonymous Internet forum to implicate an elected official in some sort of scandal,
this could influence the outcome of an election. Such rumors spread by an anonymous
web user would not necessarily have any impact on their source, and as such, could be
subject to very little scrutiny or verification. If such Internet rumors managed to have
a significant impact on the American electoral process, this could be stultifying to the
democratic process.

Even more concerning is the potential that Internet anonymity allows for malicious
acts intended to undermine the American government. Among the gravest concerns is
the threat of Internet hackers who can leak highly sensitive information without fear
of reprisal. The role that anonymity plays in this process is made clear by the fact that
the hacktivist group that recently released 1.7 GB of Department of Justice archive
material actually goes by the name Anonymous.* It is precisely their ability to infiltrate
government sites and release information without detection that allows such groups

to survive. Not only do these sorts of links have a chilling effect on our relations with

27 Christopher Wolf, “Sunday Dialogue: Anonymity and Incivility on the Internet”, New York Times,
November 20, 2011 http://www.nytimes.com/2011/11/27 /opinion/sunday/sunday-dialogue-
anonymity-and-incivility-on-the-internet.html?_r=4&pagewanted=all.

28 Sheril Kirshenbaum, “Pseudonymity, Anonymity, And Accountability Online,” Wired, July 25, 2011,
http://www.wired.com/wiredscience/2011/07 /accountability-online/ (August 1, 2012).

29 “On the Anonymity “Versus” Accountability Debate,” Future Internet Assembly, http://www.future-
internet.eu/uploads/media/Accountability_vs_anonymity.pdf (August 1, 2012).

30 Matthew ]. Schwartz, “Anonymous Leaks 1.7 GB Justice Department Database,” InformationWeek, May
22,2012, http://www.informationweek.com/news/security/attacks/240000778 (August 1, 2012).
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foreign intelligence services, it can in fact put field operative’s lives at risk.>! Yet the
anonymity of the Internet allows a few technologically skilled individuals to sabotage
American interests, often with no reprisal.

However, it is unlikely that even if we accept these risks as significant enough to demand
government action, it is unlikely that anonymity can truly be removed from the Internet.
Based on the technology that we have, any imposition of Internet would require a
massive, centralized bureaucratic structure to combat it. This would be hugely expensive
and would expand government. Even so, it would be possible for hackers and criminals
to avoid these agencies by using other peoples’ computers or by routing their activities
through multiple servers. In short, while Internet anonymity may pose some problems,
there is not very much that can be done to stop it.

That may be the best possible news, though. After all, it must be remembered that the
benefits of anonymity are also significant. The ability to speak openly on the Internet
without fear of reprisal allows cyberspace to be an important venue for freedom of
speech. If anonymity were to be removed from the Internet, it would severely curtail
the spread of ideas, as many people would be afraid to express their opinions. It is often
hard for Americans to fully appreciate this, as we have become so accustomed to a full
protection of our First Amendment rights. However, in countries where such liberties
are not guaranteed, the ability to speak openly on the Internet may be the only way for
many individuals to ensure that their political thoughts can be widely communicated.

Ultimately, anonymity and the lack of accountability that it creates is largely an inherent
part of the web. It does pose real problems, and they should all be taken seriously. To
the degree possible, it is important that individuals and governments try to minimize
these problems. Investments in cyber security, with the goal of preventing hacking,

are perhaps the best starting point in minimizing the effects of Internet anonymity.
However, any drastic reduction in the ability of Internet users to operate anonymously
has the potential to do far more harm than good, and it is not a course of action that
should pursued lightly, if it is pursued at all. We must ultimately decide if the “cure” of
reduced anonymity is worth the cost.

When Does the Help Become an Addiction?

It cannot be denied that the Internet has done a great deal to improve our lives. It has
given us far greater access to information, increased the efficiency at which our world
operates, and improved communication. So great are the benefits of web connectivity,
that almost all aspects of our lives rely upon cyber technology in some way. Whether it is

a building security system, a banking transaction, or even an elevator operation, virtually
all individuals will utilize cyber technology in some capacity every single day. As the
world becomes increasingly dependent upon the Internet, this technology will continue to
represent a vulnerability that could be exploited by those who wish to do us harm

Dependency

There is no denying the fact that Internet technology is becoming an increasingly
important part of our global existence. According to Ipsos Insight’s annual The Face of
the Web study, while Internet adoption is largely leveling off, the reliance on Internet-
related technologies is growing.3? This means that although there are not necessarily
many more individuals using the Internet than in past years, those that are using the
Internet are using it in more and more aspects of their daily lives. With the growth in
popularity of technology such as smartphones and iPads, this is hardly surprising. It is

31 Donald Rumsfeld, interview by Lou Dobbs, Host, Lou Dobbs Tonight, Fox Business, June 11, 2012.
32 “Internet Dependence Continues To Grow,” RTO Magazine, May 31, 2006, (August 1, 2012).
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currently possible to be connected to the Internet 24/7, and many people are taking
advantage of this. This trend will only continue to increase as more venues for Internet
access are opened. In fact, a perfect example of this trend is the previously discussed
spread of ubiquitous wi-fi. As individuals become increasingly reliant on the Internet to
live their lives, cyber technology will become an increasingly appealing target to those
who would do them harm.

However, it is not only individuals that are increasingly connected to the Internet. Entire
systems are also cyber-dependent.?® Transportation, banking, and medicine are just

a few areas that are increasingly reliant on the Internet as a part of their day-to-day
functioning. And they are increasingly vulnerable to crime as a result. In fact, according
to an FBI survey, every company polled experienced some sort of cybersecurity incident
over the course of a three year period.3* Criminals have found in the use of online
banking, stock exchanges, and other business transactions an excellent opportunity for
robbery, fraud, identity theft, and the like. In this way, the dependence of the private
sector on the Internet has served as a facilitator of crime.

Perhaps even more concerning than the reliance of individuals and businesses on the
Internet is the equally serious dependence of our government, especially our defense
institutions, upon the web. Deputy Defense Secretary William J. Lynn III illustrated this
reliance when he asserted that

“[j]ust like our national dependence, there is simply no exaggerating our military
dependence on our information networks: the command and control of our forces, the
intelligence and logistics on which they depend, the weapons technologies we develop
and field - they all depend on our computer systems and networks. Indeed, our 21st
century military simply cannot function without them.”3*

Given the dangers that individuals and the private sector face as a result of their
dependence on cyber technology, it is terrifying to think of the potential vulnerabilities
that exist as a result of the military’s reliance on the web. These concerns are very real.
In fact, Forbes reported that over the course of the past ten years, multiple government
breaches have occurred, including at the level of the Pentagon.3® As government
agencies, particularly those in the security and defense fields, continue to increase
their use of, and reliance on, the Internet, the damage that could potentially result from
such breaches will increase correspondingly. Thus the vulnerability resulting from our
reliance upon cyber technology goes beyond threatening the individual to placing the
defense of the nation at risk.

This threat is very real, and must be taken seriously. However, it must also be recognized
that there are legitimate reasons for the movement of large segments of the public and
private infrastructure to the cyber realm. Internet technology tends to be far faster and
far more efficient than older technologies. In weighing the risks against the benefits

of using this technology, individuals, businesses, and governments have usually found
that what was to be gained by utilizing the Internet would do them more good than
eschewing such technology. In spite of the security risks that exist in regards to cyber

33 “Cyber Terrorism and Cyber Operations,” Cyber Crime, 2012, http://www.ecybercrime.com/2011/02/
cyber-terrorism-and-cyber-operations.html (August 1, 2012).

34 John Jorgensen, “The Statistics,” Infragard Tampa Bay Members Alliance, http://infragardtampabay.
org/CyberSecurity/tabid/57 /Default.aspx (August 1, 2012).

35 John]. Kruzel, “Cybersecurity Poses Unprecedented Challenge to National Security, Lynn Says,”
U.S. Department of Defense News, June 15, 2009, http://www.defense.gov/news/newsarticle.
aspx?id=54787 (August 1, 2012).

36 Wade George, “The Disadvantages of Computer Technology,” eHow, http://www.ehow.com/
info_8255796_disadvantages-computer-technology.html (August 1, 2012).
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dependence, most people and organizations have chosen to maintain their Internet
infrastructure. Unless catastrophic events disrupt the cost-benefit analysis, it is unlikely
that this will change

For this reason, it is difficult to combat our society’s Internet reliance. It is largely

a function of technological progress, and will in all likelihood continue to proceed.
However, as in the case of all of the threats discussed, vigilance is critical. The sheer
amount of daily tasks that individuals, businesses, and government entities perform
on the Internet must be recognized, and the risks of that reliance must be taken into
account. Backup technology should be maintained where possible, in the event of a
failure of cyber technology. However, this should not provoke a large-scale move away
from Internet technology. After all, whatever the risks, the value of cyber capabilities is
great, and cannot be discounted or dismissed.

Conclusion
Cyber Technology: Neither Good nor Evil

In considering the profound risks of cyber technology, and indeed any technology, it

can be easy to lose sight of the equally significant benefits that come with such tools.
Technology, after all, is just that: a tool. As such, it is morally neutral. It can be used for
good or for evil. For instance, Adolf Hitler used the powerful communication capabilities
of the radio to spew his despicable propaganda to a wide audience. At the same time,
Franklin Delano Roosevelt used the exact same technology to help a wounded nation
heal in the aftermath of a devastating attack and to inform a country at war of the
actions being taken by its government. The radio itself is neither good nor evil, but

was used by two different men to promote good and evil objectives. It is the same with
cyber technology. Depending on how it is used, it has the ability to do terrible damage
to individuals and nations alike or to make our lives easier, our society more productive,
and our country stronger.

Moreover, the Internet is the result of the inevitable process of technological
improvement. It cannot be un-invented, and its benefits cannot be forgotten by a world
that takes advantage of them on a daily basis. This paper is not, then, a Luddite call for
areturn to a bygone age of blissful, computer-free, safety. Such a call would be useless,
for there is no returning to a pre-cyber world. Nor should there be. After all, the lives of
the vast majority of individuals have been greatly improved by the speed and efficiency
with which the Internet allows them to live. However, this paper does call for caution, for
an awareness of the dangers that come with the incredible boon of technology. That is
not a useless effort, but a healthy discussion in which a free society must engage as it is
affected by rapid technological development.

Cyber Threats

Cyber technology, with all of the boons it offers, has the potential to seriously interfere
with a functioning democracy. The reduction in privacy which has resulted from the
spread of the Internet, and conversely, the anonymity with which evildoers can operate
in cyberspace, as well as the centralizing aspects of this technology, are all cause

for concern. Moreover, the threats which result from these vulnerabilities are made
exponentially more serious by virtue of the fact that society is becoming increasingly
dependent on the Internet, as more and more aspects of our daily lives are in some
way tied to this technology. This is, after all, the basis of the appeal of a cyber attack

for potential criminals: such an attack has the potential to affect the lives of a vast
majority of the world’s population very rapidly. As such, the ability of our defense
entities to protect the United States from cyber attacks is a matter of increasing strategic
importance.
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Yet criminals and terrorists are not the only ones with the capability to use the Internet
to negatively impact the lives of a large number of people. Governments, in fact,

are probably the most likely to use the power of cyber technology for questionable
purposes. China, for instance, controls its citizens’ Internet capabilities as a means of
controlling the citizens themselves. The monitoring capacities which the Internet has
given to governments allow autocracies to stifle dissent with ever-greater ease. It is

for this reason that that the ongoing debate seen in stable democracies like the United
States with regard to the balance between security and liberty in cyberspace is so very
healthy. It is absolutely critical that the public be aware of its government’s Internet
capabilities and that safeguards be set in place to ensure that those capabilities not

be abused. That does not mean that the government should not use the Internet for
national security purposes. It does, however, mean that any potential incursion of
privacy allowed by government technology must be very carefully monitored in order to
ensure that the fundamental rights of the people are not violated.

The Importance of Awareness

This would suggest the fundamental argument which this paper seeks to make.
Awareness is the ultimate weapon which the public has to guard against the dangers
posed by cyber technology, whatever their source. It is not possible or desirable to eschew
cyber technology completely, but the abuse of such technology is serious, and should be
treated accordingly. It is, therefore, important that private individuals, business leaders,
and government officials seek to make themselves knowledgeable about the risks that
exist on the Internet, and the signs that undesirable activity is occurring.

In the case of individuals, this may require taking steps to increase their knowledge
about the dangers that exist on the web. It may require extra monitoring of their own
Internet activities, and Internet-based assets, in order to ensure that they are not the
victims of cyber crime. For businesses, this may involve significant investments in
cybersecurity, including the hiring and training of recruits that are knowledgeable in
the cyber field. For the government, this may mean oversight of the use of Internet
technologies, especially those which have the potential to include incursions on the
civil liberties of the citizen body. It may also mean extensive partnering with the private
sector in order to improve the access of both parties to critical information in a manner
that will improve the cybersecurity of both.

[t is impossible to overstate the value of vigilance in combating the dark side of cyber
technology. If Internet capabilities are acknowledged to be neither good nor evil, then

it is up to everyone to guard against abuse of these tools. There are many concrete
actions that can be taken at all levels of society to combat cyber threats, and those are
certainly useful. However, in order to be effective, they rely upon the ability of citizens
to recognize the dangers of the web. To prevent its use against them by either criminals
or their own government, the best line of defense that individuals have is to be aware of
the dangers inherent in the Internet technology on which they so heavily rely. This does
not mean they should stop using that technology, or even drastically reduce it. However,
should they become aware of the abuse of cyber capabilities by any entity, they should
be prepared to take action to stop it, whether that means prosecuting cyber criminals or
holding governments accountable for abuses of power. It is this sort of vigilance which
will keep the threat of dark cyber firmly in check
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Recommendations

As cyber technology continues to advance in the coming years, the U.S. should take the
following steps to minimize the risks of dark cyber.

Facilitate increased information sharing.

Key to enhancing our cybersecurity is an increase in information sharing, both between
government and the private sector and within the private sector.?” Current laws are
frustratingly ambiguous in regards to the sharing of information, and this has led

many companies to err on the side of legal caution in avoiding sharing information.
This has the potential for very dangerous ramifications. If the attacks of September 11,
2001 taught us anything, it is that stovepiping has very dangerous consequences, and

it should not be imposed upon those facing cyber threats. Consequently, any future
cybersecurity legislation should contain strong information-sharing provisions.

Enact strong oversight.

In addition to an increased flow of information, Congress should establish strong
oversight provisions in order to prevent government abuse of cyber technology.* There
may be, and often are, very good reasons for the government to operate in private
networks, including the sphere of citizen activity on the Internet. However, such action
should be taken cautiously, and with a great deal of scrutiny. Agencies that have to
engage in any monitoring of the activities of private citizens should have to justify their
actions. Ideally, the majority of this activity, as it is performed on civilian networks,
should be conducted by civilian agencies, to the greatest degree possible.

Strengthen laws against cyber crime.

Congress should establish stronger laws in regards to the prosecution of those who
would use the capabilities of the web for illegal purposes.*® Currently, there is a lack of
coherent legal action to be taken against those who commit crimes using the Internet.
Stronger laws to deter cyber criminals, combined with better investigative tools are
necessary to address this. This sort of common-sense approach to cybersecurity has the
potential to greatly reduce the victimization of individuals by cyber criminals, and will
significantly reduce the threat of dark cyber.

Closing Thoughts

It is important to remember that the risks of cyber technology can never be completely
eliminated. Many of the risks discussed in this paper are an inherent part of the

Internet. However, increasing the public’s awareness of these risks, in addition to certain
legislative action, can help to minimize these threats. That, then, should be the goal of
policymakers seeking to keep the dark side of cyber at bay.

37 Paul Rosenzweig, “Cybersecurity Information Sharing and the Freedom of Information Act,” testimony
before Committee on the Judiciary, U.S. Senate, March 14, 2012, http://www.heritage.org/research/
testimony/2012/03/cybersecurity-information-sharing-and-the-freedom-of-information-act?query
=Cybersecurity+Information+Sharing+and+the+Freedom+of+Information+Act (accessed August 1,
2012).

38 Paul Rosenzweig, “10 Conservative Principles for Cybersecurity Policy,” Heritage Foundation
Backgrounder No. 2513, January 31, 2011, http://www.heritage.org/research/reports/2011/01/10-
conservative-principles-for-cybersecurity-policy?query=10+Conservative+Principles+for+Cybersecuri
ty+Policy

39 Paul Rosenzweig, “Cybersecurity Regulation — How Significant is the Threat?,” Lawfare, July 6, 2012,
http://www.lawfareblog.com/2012/07 /cybersecurity-regulation-how-significant-is-the-threat/
(August 1,2012).
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Piracy Averted: A Defense of Private Maritime
Security Companies as a Critical Part of Breaking
the Piracy Cycle in the Gulf of Aden

Jeff Howell, Jr. Esq.

Introduction:°

Over the past two decades, Somali Piracy has grown from a small-scale
regional problem into a self-perpetuating conundrum responsible for
considerable costs; both in human lives lost and increased expenses
for the global shipping industry. Despite the claims of the pirates

3 themselves that their acts are defensive in nature, most attacks have
ﬂ the objective of hijacking large, fully laden shipping vessels, capturing

their crews, and holding them hostage until lucrative ransom

payments are paid by their owners. An entire insurance industry
emerged to mitigate the risk surrounding these attacks and ransom payments were
viewed for a time as the cost of doing business for shipping companies travelling the
Gulf of Aden. However, many of these shipping and insurance companies, and other
proponents of “business as usual” failed to consider the whole situation. They failed to
consider the massive incentive these ransom payments provide to actors in a country
with one of the lowest per capita incomes in the world. They also failed to consider the
snowball effect of these payments, as additional financial resources went to increase the
scale and efficiency of these attacks. And finally, they failed to consider that the proceeds
of these attacks have also inevitably fallen into the hands of terrorist actors operating in
Somalia such as Al-Shabaab. With all of these not-so-hidden costs, it should be clear to
most observers that “business as usual” was unsustainable.

Enter the rise of Private Maritime Security Companies (PMSC). Slowly but surely, a
small but growing group of private organizations began offering armed protection to
shipping vessels traversing the Gulf of Aden. Suddenly the nefarious cycle of capture,
ransom and release was dealt a decisively negative blow. In addition to correlative
evidence that ransom payments and successful attacks have both declined since PMSC’s
have become commonplace, industry leading PMSCs like the Trident Group are able to
make the uncontested claim that today nearly all vessels traveling through the Gulf of
Aden employ PMSC operators, and not a single ship has been lost in that region on their
watch.

Despite the unquestionable efficacy relative to other counter-piracy efforts, the
employment of armed guards has not been without its critics. Some say that the use of
armed guards could “escalate violence, involve unlawful use of force, endanger innocent
seafarers, or cause international incidents.”*! Others see the industry’s activities as

“a new potential channel for the flow of arms and ammunition into the region.”*

40 Jeff would like to thank Professor Tara Helfman, Syracuse University College of Law, for her mentorship
and guidance throughout the preparation of this article. The opinions and representations expressed in
this article are attributable to the author alone and do not reflect the opinions or stances of the Global
Accountability Initiative or any other organization with which the author is, has been, or may become
affiliated.

41 Yvonne M. Dutton, Gunslingers on the High Seas: a Call for Regulation, 24 Duke ]. Com. & Int'1 L. 107, 110
(2013).

42 Dan Harris and Dan Lieberman, “Pirate Attacks Down as Private Maritime Security Business Booms”,
ABC News, Sep. 7, 2012, accessed May 7, 2014, http://abcnews.go.com/Blotter/pirate-attacks-private-
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Whatever their specific concerns, most critics posit that greater regulation by nation-
states is needed to govern this new industry. In response to those critics this article
aims to present the success of the industry in defense of a more laissez-faire approach.
It will explain why the private maritime security industry is better situated than other
response efforts - including naval task forces and criminal prosecution—to disrupt the
financial flows of the pirate economy through ex ante prevention rather than ex post
facto response. More specifically, private maritime security operators have altered the
status quo of ransom and release, providing a critical disruption of the “Piracy Cycle”
which has been running for more than a decade: a phenomenon whereby poverty and
economic fluctuations motivate piratical acts which become increasingly effective as
proceeds, such as ransom, provide better equipment and greater incentives. Finally,
this article will answer some of the criticisms of PMSC activities by demonstrating
how one industry-leading maritime security association has leveraged its unique
expertise towards self-regulation policies that are at least as stringent as extant norms
of international law. With all these questions answered, this article will endeavor to
convince the reader that a robust, self-regulated private maritime security industry
provides a response to the piracy problem, which is not only effective and practical, but
also legal and ethical.

PartI: The Imperative:

The Piracy Problem in the Gulf of Aden

A Brief History of the Piracy Problem:

Viewed against the long history of piracy on the high seas, the problem of Somali Piracy
is a relatively recent development which can trace its origins to the mid 1990’s.*? For
most of its post-colonial history, the nation of Somalia has been in a state of turmoil
and ongoing civil war exacerbated by extreme poverty and lack of resources.** The

last functioning government in Somalia was led by President Mohamed Siyad Barre
who seized power in a military coup in 1969% and was ousted in 1991%. During his

22 year rule, one of the cornerstones of Barre’s diplomatic policy was to exchange

the use of Somalia’s strategically valuable coastline to various foreign naval powers

in exchange for hundreds of millions of dollars in military aid and weaponry.*” When
Barre’s government fell in 1991, the Somali military’s weapons caches were raided and
distributed among the various clan militias that opposed him.*? Since then, there have
been 14 failed attempts to establish a central government in Somalia.** This condition
ensured Somalia’s place at the bottom of the 2010 Failed State Index due to a pervasive
lack of respect for the rule of law and a general inability to provide for the security of its
citizens.>® Together these factors have reduced Somalia to a lawless territory plagued
with an abundance of unregulated small arms and military equipment.>!

In addition to causing continuous instability, decades of armed conflict have relegated an
already anemic Somali economy to total ruin. In 2012, the estimated per capita income

43 Christopher Daniels, Somali Piracy and Terrorism in the Horn of Africa (The Scarecrow Press, 2012), 35.

44 Martin Meredith, The Fate of Africa: A history of the Continent Since Independence (Public Affairs,
2011), 467.

45 Meredith, The Fate of Africa, 466.

46 Ibid., 469.
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48 Meredith, The Fate of Africa, 470.

49 Sarah Percy & Anja Shortland, The Business of Piracy in Somalia, 36:4 ]. of Strat. Stud., 541, 544 (2013).

50 Annemarie Middelburg, Piracy in a Legal Context: Prosecution of Pirates Operating off the Somali Coast
(Wolf Legal Publishers, 2011), 17.

51 Percy & Shortland, The Business of Piracy, 544.
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in Somalia was $284 US, the fourth worst in the world.>? To add insult to injury, the
collapse of the central government in 1991 encouraged foreign fishing vessels to pillage
the rich fishing grounds off the Somali coast.>® This approach had a devastating effect
on local subsistence fishermen, many of whom depended on traps to feed their families
which were destroyed by the large foreign flagged fishing trawlers.>* Illegal dumping
activities were also commonplace, as cash strapped leaders from warring Somali
factions on land entered into deals of questionable legitimacy allowing foreign shipping
firms to dump dangerous waste off the Somali coast for a fraction of the cost typical

in other nations.*® These dumping activities posed a serious health threat to Somali
citizens in seaside communities, many of whom bathed in water polluted by toxic waste
including uranium, lead, mercury, and other hazardous materials.>

The first acts of piracy off the Somali coast were in response to the aforementioned
activities, as Somali fishermen began to obtain weaponry and faster boats and form
themselves into volunteer “coast guards” to patrol Somali waters.>” Most attacks in

the 1990s occurred close to shore, usually against vessels engaged in illegal fishing or
dumping.® Initially, pirates would board these ships, pillage as much as they could, and
return to shore without taking hostages or demanding ransom.>® The perception that
these activities were defensive in nature earned them a great deal of local popularity.®°
However, while Somali Piracy may have begun as an effort to defend legitimate maritime
interests from foreign encroachment, pirate bands quickly realized the lucrative
potential of hijacking and ransom.®! Thus, it was only a matter of time until Somalia’s
pervasive economic woes motivated many of its young men to exploit its close proximity
to the Gulf of Aden --one of the world’s busiest maritime shipping highways— to
transform what began as a local act of resistance into an internationally connected
criminal enterprise that has caught the attention of nations around the world.¢?

While the root causes of Somali Piracy are complex, the motivation at the individual
level is quite simple. In a country where the average person makes $2.00 US a day®

the draw of an individual share of a single pirate hijacking, which can range between
$35,000 and $100,000 US,* is a significant incentive to engage in piracy. Over time, this
massive economic incentive motivated Somali pirates to abandon the ‘board and steal’
model in favor of seeking ransom for captured vessels; a practice which has become the
“lifeblood of the piracy industry”.®® The busy shipping lanes in the Gulf of Aden and the
surrounding waters provide nearly limitless targets of opportunity for these pirates.

In this context, the same lack of government enforcement which spurred Somalis into
action to defend their maritime interests now allows their piratical activities to continue
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to the present day unhindered by government interference.®® Over time, the pirate’s
relatively unsophisticated attacks began to expand into a highly technical operation
involving not just the use of AK-47’s and RPG’s but Global Positioning Systems and
night vision goggles.®” Eventually, through the use of hijacked vessels as “mother ships,’
Somali Pirates were able to expand their operational radius from 32 nautical miles off
Somalia’s coast in 2001, to more than 800 nautical miles just ten years later.® Through
a combination of these factors, what began as a morally ambiguous struggle over the
defense of local maritime interests has become a decidedly criminal enterprise®® which
has resulted in the successful hijacking of 179 ships yielding over $400 million US in
ransom payments since 2005.7°

Why should the world care?

A fitting starting point for the analytical portion of this article is a straight answer to
the question: why should the world care about Somali Piracy? In short, it has been
responsible for considerable costs, both in human lives lost and increased expenses
for the worldwide shipping industry.”! When one considers that 90% of the world’s
traded goods are transported by sea, and 40% of those travel through the Gulf of
Aden’?, the potential economic impact of the piracy problem becomes quite clear. More
often, however, it is the human cost of this phenomenon that tends to capture media
attention, with some incidents ending in triumph and others in tragedy. The hijacking
of the Maersk Alabama in 2009 ended in a triumphant hostage rescue by the United
States Navy Seals,”? earning the incident a portrayal in the blockbuster movie “Captain
Phillips”.’* However, the tragic hijacking of the civilian Yacht, Quest in 2011, which

left four American hostages dead after a rescue attempt failed, did not receive the
same silver-screen attention.”> Moreover, the vast majority of incidents go completely
unnoticed, including the 35 hostages that were Kkilled in piracy incidents in 2011 alone,
a significant majority of whom were killed during failed rescue attempts.”® This figure
shows that rescue attempts by nation state naval forces in response to hostage takings
are tactically tricky endeavors which have been met with dreadfully mixed results.

In addition to the human costs, the overall economic costs are also staggering. In 2011,
Somali Piracy cost the world economy between $6.6 and $6.9 billion US.”” Over 80%
of that cost was borne by the shipping industry, which spent over $2.7 billion US in
2011 rerouting ships or increasing their speed to avoid attacks.”® In that same year,
the shipping industry paid $635 million US in insurance premiums for special war risk
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and kidnap and ransom policies to indemnify them from losses associated with pirate
hijackings.” Most significantly, the industry transferred $160 million US that same year
in ransom payments to pirates in successful hijackings.®’ In the ransom category, every
dollar of those payments gets re-routed into an emerging Pirate Economy, providing
resources to fund future operations.®! This phenomenon also has the unintended
effect of inflating prices in the region; as demand for already under supplied materials
consumed in pirate operations, such as fuel, sends other commodity prices, such as
milk, sky high.82 One author identified these circumstances as a “piracy cycle” whereby
poverty and economic fluctuations motivate residents of “maritime zones of ineffective
law enforcement” to engage in piratical acts, the success of which renders them
increasingly effective over time.®

Perhaps even more surprising than the data from the incidents of 2011 is the fact that
it all came to pass despite an investment of $1.27 billion US from over 30 countries

in support of naval counter-piracy operations in the region.®* Further, despite all

the criminal activity surrounding piratical operations, there has been a remarkable
reluctance among the international community to prosecute those Somali pirates who
are captured, with an estimated three out of every four captured pirates being released
without trial as of 2012.% This reluctance undermines both the deterrent to their
conduct and the incentive to hunt them.?¢ Even among those who are brought to trial, as
the sections below explain, many in the United States are acquitted of the charges due
to evidentiary deficiencies or legal technicalities. All these facts make it clear that the
ransom and release norm is unsustainable. Without a new model that focuses on the
disruption of the piracy cycle through the prevention of hijackings, the overwhelming
incentive for kidnap-and-ransom piracy will remain; and despite Hollywood portrayals
to the contrary, the majority of incidents will not end in rescue.

Part II: Defending the defenders:

Why PMSCs are a vital part of counter-piracy efforts

2011 represented a high-water mark in costs associated with Somali Piracy.®” The
sudden rise of Private Maritime Security Companies (PMSC), both in formation and use,
correlates directly with this cost peak, with 200 to 300 PMSCs forming in 2011 alone.®®
Shortly thereafter, armed security teams were employed by 50% of vessels traversing
the Gulf of Aden® and its adjacent waters; an area referred to by private intelligence
analysts as the “high risk area” (HRA).?® That following year saw a 12.6% decrease in
overall costs including a startling 80% decrease in ransom payments from over $150
million US to around $35 million US in just one year; a figure directly attributable to a
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lower number of captured vessels.”* Concomitantly, the cost of anti-piracy insurance
policies fell 13% due in large part to a voluntary premium discount offered by insurance
companies to clients who employed PMSC operators.? Notably, these successes
occurred despite evidence that nation state commitment to naval counter piracy task
forces remained constant or even diminished slightly alongside increases in PMSC usage
over the same period.”® The phenomenon of fewer attacks has endured through 2013
and 2014, which have seen piracy attacks similar to 2012 figures.**

When one considers the Private Maritime Security Industry’s record of success, it

is not hard to understand why some maritime insurance companies have started to
encourage or require clients who travel through the HRA to have armed guards on
board, either by providing premium discounts®, or as a precondition for extending
coverage.® After all, a company in the business of risk mitigation would be foolish not
to incentivize a prevention method, which has thus far yielded a 100% success rate.
However, despite its efficacy relative to other counter-piracy efforts, the employment of
armed guards has not been without its critics. Some say that the use of armed guards
could “escalate violence, involve unlawful use of force, endanger innocent seafarers, or
cause international incidents.”®” Others see the industries activities as “a new potential
channel for the flow of arms and ammunition into the region.”*® Whatever their specific
focuses are, most PMSC critics agree that escalation of force is a concern and greater
regulation on the part of nation-states is needed to govern this new industry.” However,
this author argues that the reverse is actually true. PMSC operations have succeeded
where other attempts have failed by disrupting the piracy cycle and the incentive for
attacks, thus countering the growth of a phenomenon that has hitherto been fed by
lawlessness and ever-increasing financial incentives. In the next two sections, this article
will explain why other efforts are less effective than the employment of PMSC operators,
and in some cases even counterproductive.

Shortcomings of Naval Task Forces: the inability to be “everywhere at
once” and the tactical nightmare of hostage rescue

In the years since the piracy problem captured the attention of the world, three
multinational naval task forces have arisen to combat it: Operation Atalanta launched
by the European Union (EU), NATO’s operation Allied Provider, and Combined Task
Force 151 led by the United States Navy’s Fifth Fleet.1?® The latter of these operations
was formed with the stated mission of “/deter, disrupt, and criminally prosecute those
involved in piracy” in the region.!®! Despite the fact that approximately $1 billion US is
spent on these naval operations every year the forces deployed simply cannot guarantee
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safe transit for every vessel travelling through the HRA.!*? In their own words, some of
the commanders of these efforts admit that naval patrols alone are insufficient. Some
critics have conceded this point in their own writings. One such critic quoted Major
General Howes of the United Kingdom, Commander of Operation Atalanta, when he
said, “83 ships would be needed to provide response conditions of half an hour”,!* still
too long of a time period for a naval vessel to respond to an incident unless it was very
close by. Other officials have pointed to the fact that the operative radius of today’s
pirates stretches over 2.9 million nautical miles, a space which is simply too vast to
effectively patrol.'** To make matters worse, naval forces generally will not engage in
rescue operations after a boarding has taken place unless the crew has retreated to

an appropriately fortified “strong room.”% This is likely a result of the fact that, once
pirates have taken a ship, regular forces among nation-state navies simply do not have
the skill set to conduct an opposed boarding and fight through a fortified position while
avoiding death or injury to the hostages they are attempting to rescue.!®® The tactical
difficulty of these situations is reinforced by the data, suggesting civilian casualties
during rescue attempts are more likely than not.!” By contrast, PMSCs usually operate
ship-borne teams, some of whom exclusively employ highly trained former Special
Forces operatives,'® which travel with their clients’ vessels through the HRA; and as
previously stated no ship carrying one of these teams has yet been hijacked in that
region.’® PMSCs have proven more effective than naval task forces because they operate
with the necessary skill set and deployment posture to prevent attacks from occurring,
and the latter, no matter how well funded, simply cannot be everywhere at once.

Like a dog chasing its tail: the catch and release policy, evidentiary
concerns and other miscues

Possibly the most frustrating aspect of the piracy problem is the inability or
unwillingness that has thus far prevented the international community from utilizing
the doctrine of universal jurisdiction to consistently prosecute suspected pirates. The
majority of pirates who are captured in counter-piracy operations are never prosecuted.
Instead, as one witty commentator describes it, they “are treated with a catch and
release philosophy that’s usually reserved for trout.”''° This catch and release policy
was so common that between 2008 and 2009 only 212 of the 555 pirates captured were
held for prosecution; and some among those released had been in the possession of
dangerous weaponry or had taken hostages.'!' Some commentators have pointed out
that this policy in some countries is motivated by concern that pirates might be able to
make a case for asylum immediately upon arrival in another country.!!? In the EU, for
example, all that a person must show is that there is enough “indiscriminant violence”
occurring in their home state to justify a finding that their life would be at risk if they
returned.''® Given the constant strife in Somalia, this standard is very likely met in a
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majority of cases, creating a perverse incentive for some pirates to actually seek arrest
or at least not fear it.

To make matters worse, those pirates who do see the inside of a court room stand

to be acquitted due to evidentiary deficiencies or failure to comply with procedural
prerequisites which are wholly inappropriate for the chaotic environment associated
with repelling and capturing suspected pirates.!** In fairness, collecting evidence on
the high seas in a manner that will survive scrutiny of its chain of custody is almost as
impossible as ensuring mariners are read their Miranda rights in the midst of a pirate
attack.'’®> However, even when the evidence and the facts favor prosecution, different
interpretations of maritime jurisprudence in the flag state have also proven to be fatal
to many prosecutions, especially in the United States. For example, when the assailants
who fired AK-47s and RPGs at the U.S.S. Ashland in 2010 were hauled into court in the
Eastern District of Virginia on charges of piracy, they saw their charges dismissed. In
that case, Judge Raymond Jackson held that robbery was an essential element of piracy,
and the defendants had not stolen anything.!'®* However, in a case with almost identical
facts, the assailants who had fired on the U.S.S. Nicholas just a few weeks later saw their
motion to dismiss denied.!'” As a result of all of these challenges, as one commentator
noted, there have only been a few successful prosecutions of pirates in states exercising
universal jurisdiction.’® This is hardly the kind of consistent and potent deterrent
needed to combat the piracy problem.

Stalling the Pirate Economy: Why an ounce of prevention may be worth a
pound of cure

In the decades since the problem of Somali Piracy emerged nothing has been as effective
as the employment of PMSC operators in disrupting the ransom payments that have
fueled this phenomenon. In an area with as few economic opportunities as Somalia,
piracy will continue so long as it remains profitable for its financiers and foot soldiers.
However, it is important to understand just how profitable Somali piracy can be for
those who choose to finance or participate in it. The typical cost to outfit a Pirate Action
Group (PAG) is about $6,000 US.'*° For their initial investment, pirate financiers typically
receive 30% of the proceeds of any ransom, which yields between $1 and $3 million US
on average.'?® Under such circumstances, pirate financiers can expect to make a return of
several hundred-thousand dollars on only a six thousand dollar investment. Even after
the financiers take their massive profits and proceeds are distributed to other influential
people in the region, the individual return a pirate foot soldier in Somalia can expect
from one successful raid is more than they are likely to make in a lifetime of legitimate
pursuits.’?! Another staggering figure is that the World Bank estimates that nearly $400
million US has been paid to Somali Pirates in ransom since 2005,'?? representing nearly
one-fifth of Somalia’s GDP in any given year.'?
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Were it not for its criminal nature and its terrible human costs, economists might
consider Somali piracy to be one of the most successful business schemes of this
century. An entire economy has sprung up around this enterprise; with cooks,
financiers, and commodities providers all waiting for the ransom payment to satisfy
the credit they have extended to pirate operators.'?* What is more, some among the
shipping and insurance industries have begun to consider ransom payments as “the
cost of doing business” and expressing opposition to making them illegal.’?® Such a
fatalist attitude takes a selfishly myopic view which ignores the effect that overreliance
on the payment of ransom is having on the nation of Somalia itself, and the incentive it
represents for future operations. Nowhere is this more evident than when one considers
that the pirate financiers who are making the lion’s share of the profits on these
operations are investing them, not just in funding more attacks, but in illicit activities
such as sex trafficking and the support of local militias who work closely with terrorist
organizations.!?¢

The financial link between piratical activity in Somalia and Harakat Shabaab al-
Mujahidin—commonly known as Al-Shabaab—should be especially troubling to anyone
concerned with counter terrorist efforts on the mainland. As the militant arm of the
Somali Council of Islamic Courts, Al-Shabaab has authored a violent insurgency against
the fledgling Somali Federal Government and targeted international aid organizations

in Somalia since the early 2000’s.'?” Al-Shabaab has been deeply disruptive to the

peace process in Somalia and it has been designated a terrorist organization by the

U.S. government since 2008 due to its pattern of attacks on civilian targets'?® and its
allegiance to al-Qaeda.'® In-depth studies of the financial flows of ransom payments
have found that proceeds from Somali pirate operations have found their way, directly
or indirectly, into the hands of terrorist militias like Al-Shabaab. In 2011, the World Bank
reported that Somali pirates have shared as much as 20% of their ransom proceeds

to local Al-Shabaab militias in control of the ports from which they launch.!*® That

same report pointed out that out of 59 piracy financiers 19 were said to regularly use
their considerably larger portion of ransom proceeds to “develop militias and political
influence” on the mainland.!3! The report concluded, “if these networks, fueled by
proceeds from piracy, are not targeted and their financial capacities disrupted, they may
well represent a threat to international staff entering and working in Somalia.”!32

Piracy may occur in international waters, but, as these reports have shown, it provides
an integral funding stream for all criminal activities on the mainland. The only way to
foster a long-term solution that does not exacerbate the already deplorable situation on
the mainland is to shift focus toward its prevention rather than reinforcing the “business
as usual” mentality. If an action which disrupts the payment of ransom is not taken, the
parade of horrors that are inextricably linked to incentivizing piracy will continue. For
all these reasons it seems clear that an ounce of prevention now could be worth a pound
of cure later.
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Underpinnings of International Law: Piracy and the use of force in self-
defense on the high seas

Piracy is one of history’s oldest crimes, dating all the way back to ancient times.!3?
Article 101 of the United Nations Convention on the Law of the Sea (UNCLOS) has most
recently defined Piracy as “acts of violence or detention . . .committed for private ends by
the crew or passengers of a private ship...and directed on the high seas against another
ship...or against persons or property on board such ship.”** The infamous nature of

the crime of Piracy has earned the pirate the infamous title of hostis humani generis: an
enemy of all mankind.!®* As a result, piracy has long been considered a crime of universal
jurisdiction, that is, a crime over which any state may assert jurisdiction even without “a
national . .. or territorial nexus”.'*¢ However, despite the seemingly clear cut definition
under the international law of Piracy, the legal framework within which PMSC personnel
must operate is much less straightforward. First, pirates are not considered to be

armed combatants in conflict with any national entity, just the same as PMSC operators
aboard merchant vessels are technically civilians without license to use deadly force.**’
Accordingly, PMSC operators on the high seas may only use force in self-defense or in
defense of others as a matter of international law.!*® To further complicate matters, the
legality of the use of force—and the carrying of weapons-- is usually determined by

the law of the flag state of the vessel upon which the PMSC operators are stationed.!’
Moreover, when the activity is within the territorial waters of a coastal state the law

of that coastal state also applies.!*® With so many overlapping jurisdictions, it should

be clear to the reader that nation-state regulation may not be the most efficient way

of producing uniform standards for PMSC operations. However, when in international
waters, international laws govern. Thus, on the high seas “the applicable test [for the

use of force is] ‘whether the response to the attack’ met ‘the [customary] criteria of .

.. necessity and proportionality.”**! Still a further limitation under international law
holds that “the use of force must be avoided as far as possible” and warning signals of
some kind must be issued before the use of force is permitted.’*? It is almost universally
accepted that “a person who is unlawfully attacked or threatened with imminent attack
is not criminally liable...for using force...when fending off the attack.”*** Under such
circumstances, when the use of firearms is contemplated, there must be an imminent
threat of death or serious injury.}** Despite the concerns of the critics of PMSC operators,
industry attempts at self-regulation have promulgated procedures, which are at least as
stringent as these existing standards.
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Responding to the critics: how the Maritime Security Industry has
pre-empted nation-state regulation

Decrying the often nebulous enforceability of the existing legal regime some critics

of PMSCs have called upon states to establish “a clear and coordinated set of laws

and guidelines” and monitoring efforts to ensure that PMSCs employ operatives that
“are well trained and prepared to safely transport, store, and use weapons”.!*® Those
critics have suggested that if nation-states do not make a serious effort at regulation,
“there are no assurances that [PMSCs] will do [their jobs] in a way that does not
escalate violence, involve unlawful use of force, endanger innocent seafarers, or cause
international incidents”!*®. However, almost simultaneously with these critiques, the
Maritime Security industry has adopted a self-regulation regime with standards at least
as stringent as the aforementioned standards of customary international law relating to
the use of force; and they have done so without excessive prompting from nation-states.

PMSCs have not been resistant to efforts at self-regulation. On the contrary most have
actually welcomed them. This is evident from the widespread participation in the
industry accreditation bodies such as the Security Association for the Maritime Industry
(SAMI), which has over 180 members worldwide and ratification of the International
Code of Conduct for Private Security Service Providers (ICOC) which has over 700
signatory companies.!*” SAM], in particular, has been instrumental in developing the
100 Series Rules on the Use of Force (RUF) “to provide clarity and certainty as to lawful
defensive and armed responses when pirates and/or armed robbers attack”.}*® SAMI
claims that the RUF provisions have “undergone stringent operator, commercial and
legal scrutiny from across the maritime industry”,**° and this claim is supported by the
content of the rules themselves. For instance, RUF Rule 103 provides that “when under
attack or when an attack is imminent, reasonable and necessary use of force may be
used in self-defense, including, as a last resort, lethal force”.!*® The rules further provide
for the use of warning shots if they “may deter an actual, perceived or threatened
attack.”’*! These excerpts demonstrate standards, which are substantially similar to the
aforementioned requirements of international law.

Alongside this effort, SAMI has also introduced a certification process for prospective
PMSCs “to ensure that the maritime industry can easily identify reputable private
maritime security companies”.'>? This process involves a three-stage audit including an
assessment of the PMSC’s operation and management procedures and an evaluation
of those procedures in action.'>® While this robust certification process is still in
development, it represents a desirable model whereby industry experts judge industry
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hopefuls before they can participate in maritime security operations. This certification
process will make it easy for prospective clients to ensure they only contract with
providers who follow proper procedures in their operations. The development of

the RUF demonstrates that the Maritime Security Industry has the expertise and the
incentive to adopt procedures that are consistent with both industry imperatives and
extant norms of customary international law. With such a model in place, it seems
more sensible for nation-states to focus their regulatory efforts on punishing shipping
companies who contract with uncertified providers rather than heaping redundant
regulation on the PMSCs themselves.

Further, there is no evidence that nation-state participation in regulation would
improve the substance of these efforts whatsoever, as past PMSC operations have
actually informed the development of flag state positions relative to the use of force in
self-defense by private actors on the high seas. For example, the United States Coast
Guard’s Port Security Advisory (3-09) was strongly influenced by lessons learned from
an incident involving a PMSC.>* On November 18, 2009, the tanker Maersk Alabama, the
first attack on which was the subject of the movie Captain Phillips, was attacked a second
time, but this time the pirates were not so fortunate. This time, operatives from Trident
Group, a Virginia Beach based PMSC whose operators are all former United States

Navy Seals, were on board. The operatives were able to fend off the attack through a
measured combination of small arms fire and the use of advanced non-lethal acoustic
devices which cause pain to the human ear.’>> The event was heralded by United States
Navy Officials as “a great example of how merchant mariners can take pro-active action
[sic] to prevent being attacked.”*>® Following the incident, United States Government
Officials debriefed Trident operatives'®” and formed the aforementioned PSA (3-09)

“to provide guidance to U.S. flagged commercial vessels and [their onboard]. . . security
personnel [in the] employment of force in self-defense or defense of others, as well as
defense of the vessels.”'>® PSA (3-09) is evidence that the U.S. acknowledges that the use
of lethal force is lawful in self-defense or defense of others if there is “ample reason to
believe that there is imminent danger of death or bodily harm.”*>°

The differences between the U.S. standards as laid forth in PSA (3-09) and extant
customary international law are not significant. What is significant is that, in this case,
the U.S. position--like customary international law itself--was informed by lessons
from actual practice rather than a misguided attempt at prior regulation that may have
resulted in impracticable standards ill-suited for the violent reality of combat. As the
chain of events that led to PSA (3-09) demonstrates, Maritime Security Experts and
former Special Forces operators are more qualified than the nation-state policy makers
who would regulate them to formulate practicable standards amidst the dangerous
circumstances of self-defense on the high seas because the former group understands
the exigencies of combat.
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Setting the record straight: response to false cries of a “Blackwater
Moment”

Despite all the evidence of the success of PMSC operations in combating the piracy
problem, some critics remain unconvinced. They lie in seemingly anxious anticipation
of what some call a “Blackwater Moment”, referring to an incident in 2007 when
employees of private military contractor Blackwater Worldwide opened fire on civilians
in Baghdad'®, attracting worldwide outrage. By harkening back to this incident, it seems
PMSC critics harbor a skepticism bordering on prejudice against PMSCs. Some of those
critics believe they have found this “Blackwater Moment” in a video that went viral two
years ago, depicting an exchange between a Somali PAG and operators from the Trident
Group.

The video in question was shot from the helmet camera of a Trident team leader during
an exchange that occurred aboard the Eagle Bulk Shipping vessel Avocet.'®! It shows
Trident Operatives responding to an attack from small skiffs that were approaching the
vessel’s starboard side at a high rate of speed.'®> The Trident team leader orders the
team to fire “warning shots” but within a matter of seconds, the skiff was within close
range of the Avocet’s gunwales.'®® A barrage of rounds is audible and the team leader
changes positions multiple times to respond to a second skiff, also on the starboard side,
which is barely visible in the video due to the reflection of the sun.'** Gunfire from the
team leader’s semi-automatic rifle is audible throughout the video, as the team leader
gives orders via radio to his team to address the threat posed by the second skiff.1%
Critics have proffered experts who claim this video represents an unlawful use of
excessive force.'®® One of these experts was Daren Knight, a maritime security consultant
and former Royal Marine, who claimed--entirely based on the video--that the rate of fire
was a disproportionate response to the attack.'®” The folly of such a hasty conclusion
becomes clear when the video is placed in its proper factual context. It also casts doubt
on the claim that Trident’s actions were either disproportionate or unlawful.

Despite what critics of the video have come to believe, the incident aboard the Avocet
simply cannot be understood using only the images themselves. As part of the research
for this article, this author had the privilege of interviewing Thomas Rothrauff,
President of the Trident group, to get the other side of the story. Rothrauff explains that
the skiffs that attacked the Avocet were part of the same PAG that was responsible for
pummeling an Indian Tanker with rocket propelled grenades just three days prior.1%®
The Trident team leaders identified them as such when they attacked the Avocet the
day before the footage in the video was taken, and the exchange shown in the video
reportedly represented a second attempt.'®® Trident operatives reported that they
were taking fire from the skiffs as they approached the Avocet at a high rate of speed.'”®
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Moreover, Rothrauff explained, the skiff that slammed into the side of the ship did not
do so because its driver was killed, but rather as part of a common strategy to combine
speed and an advantageous angle to help avoid fire from the security teams on board
the ship.1”* From that position in close proximity to the vessel, Trident operatives

were reportedly able to identify rocket-propelled grenades and AK-47s in possession
of their attackers brandished in firing position.'”? This information drastically alters
the calculus as to whether the situation represented an ‘imminent threat of death

or serious bodily injury’. The Coast Guard’s aforementioned advisory, PSA (3-09), in
effect at the time of the incident cited “brandishing weapons directed at crewmembers
or security personnel, where there is a reasonable belief that the attacker also has

the means and opportunity to inflict great bodily harm or death on the individual or
others in the vicinity” as an example of “imminent danger”. Recalling that example, one
could scarcely imagine a set of facts more indicative of the sort of imminent danger
needed to justify the use of deadly force. This set of facts poses a serious challenge

to the critic’s unreserved claims that Trident’s actions in this instance constitute the
sort of “Blackwater Moment” some would claim warrants new regulation. Instead, this
discrepancy between accounts demonstrates exactly the sort of misunderstandings that
can happen when a rush to judgment occurs without a full knowledge of relevant facts.

Conclusion:

If there was ever a benchmark of achievements for an industry that would unequivocally
warrant a shift in the burden of production onto its critics and antagonists, PMSC'’s
have certainly met or exceeded it. In the past three years since PMSCs began to gain
acceptance, not a single ship has been taken under their watch and, as a result, ransom
payments have fallen by a startling 80%. That is an 80% decrease in proceeds that

had been contributing directly to expanding the firepower and reach of Somali Pirate
groups. It is also an 80% decrease in proceeds that had been used to foster a thriving
criminal terrorist network on the Somali mainland. Critics have voiced their concern
that PMSC operations will result in the proliferation of arms or the provocation of
incidents involving the unlawful use of force. However, the opposite is true in both
cases. PMSC operations have actually disrupted the financial flows that had enabled
pirates to purchase bigger and better weaponry, undermining their capabilities and
contributing to a de-escalation of the use of force in the region. PMSCs have also
proven to be anything but the kind of devil-may-care gunslingers that many critics try
to depict them as. Widespread PMSC participation in self-regulatory bodies like SAMI
and the ICOC demonstrates that PMSCs are sensitive to the strong market incentives
incumbent upon them to maintain ethical standards for their operations, thus avoiding
outside regulation and attracting new clients. Further, there is every indication that the
influence of these emerging self-regulatory bodies will foster a legitimate marketplace
upon which shipping companies can rely, if they so choose, to engage and contract with
high quality organizations run by professionals and not pretenders. The day may come
when more regulation may be necessary. Eventually, rogue organizations may emerge to
pry their way into the market by employing miscreants and cutting corners. But when
that day comes, the burden of regulation should be borne by the clients who contract
with unsavory providers and not the responsible professionals who have thus far been
batting a thousand for commercial clients worldwide.

171 Ibid.
172 Thomas Rothrauff (President and CEO, Trident Group) in discussion with the author, May 8, 2014.p
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Balancing Ends, Ways, and Means: The Case
for Reviving Support for “Regime Change from
Within” in Iran

Dr. Ivan Sascha Sheehan

With talks between six world powers and Iran over a nuclear deal

at an impasse, Congress and the White House continue to spar over
how many sanctions to lift to keep Iran’s negotiators at the table.!”3

In the meantime, Iran’s Supreme Leader,; the Ayatollah Khamenei, has
repeatedly said that his nation will “not bow” to pressure from world
powers on the nuclear issue.!”* The Obama administration argues that
despite the missed deadline, progress in talks is occurring and that
the U.S. should stay the course.'”® Negotiation, after all, takes time,
and the conflict with Iran is not just over nuclear weapons and such a
reduction is not in the interests of the U.S.

Beyond the problem of nuclear weapons, Iran’s continued export of terror, its actions to
destabilize other countries in the Middle East, and its disregard for the civil and human
rights of its own citizens presents a complex challenge. Understanding these issues is
critical to understanding the nature of the conflict. Complicating the situation is due

to the presence of an ideology rooted in opposition to the U.S. This ideology, promoted
by the regime’s Supreme Leader and implemented by its Islamic Revolutionary Guard
Corps, has made it possible for the regime to rationalize a combination of conventional
and unconventional warfare (including terrorism, sabotage, and surrogate war)
beyond its borders and repression of its own citizens at home. The center of gravity,
the focal point that holds the ideology and these activities together is the concept of
velayat-e-faqih (absolute rule by the clerics) and its extension sudur-i inqilab (export of
revolution).

Nature of the Conflict

An axiom of Carl von Clausewitz, the Prussian military theorist, is that accurate
determination of the nature of a conflict is critical to choosing the right strategy. The
nature of the conflict in Clausewitz’s words “influences its purpose and its means.”*’®
The first step is assessing its nature. The conflict with Iran has multiple layers. At

one level, it resembles protracted social conflicts rooted in decades of mistrust and
suspicion.!”” At another level, it is a struggle for power and influence in the Middle East.
At a third level, it is a “contest of ideas” about how societies should be governed and how
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they should conduct their affairs globally.'”® Within these layers are multiple intertwined
issues that cannot be easily separated and put back together. Each of these issues, in
addition, has second or third order effects. While Iran’s apparent pursuit of nuclear
weapons, with its potential for a cascade of proliferation, has properly absorbed the
administration’s attention, the regime’s continuing export of terror, its meddling in the
affairs of other countries, and its brutal campaign of repression against its own citizens
at home are equally troubling.

The nature of the Cold War between the U.S. and the Soviet Union is different from

that between Iran and the U.S.; however, there are strategic lessons to be learned. In

its contest with the Soviet Union, the U.S. used a combination of hard and soft power
strategies to contain its adversary and support the aspirations of the Soviet peoples.
This strategy was largely successful.'’”® Today, Iran’s supreme leader frequently
complains that the Iranian regime is the target of a concerted “soft war “campaign (jang-
e-narm), much like the one the U.S. used in the Soviet Union, to destroy its identity and
bring about regime change.'® In fact, the Clinton and Bush administrations did employ
a number of soft war strategies to support the aspirations of the Iranian people, but

the Obama administration has explicitly abandoned most of these efforts and it is Iran
that has sought to master soft war strategies to pursue its own interests regionally and
globally.'8! To this end, the regime has even opened a “soft war headquarters tasked with
planning and executing Iran’s own soft war strategy.” This may be because, while the

U.S. has become increasingly fixed on hard power initiatives (carrots and sticks), Iran’s
leaders see soft power as the biggest threat to the continuation of the regime!®? and fear
most the prospect of regime change from within.

The Center of Gravity

Clausewitz reminds us that the Center of Gravity (CoG), “the hub of all power and
movement,” should be the focal point in the construction of strategy. 1*2 While the
concept of CoG is variously defined (the U.S marines equates it with the adversary’s
weakness whereas the U.S. army sees it as the “source of the adversary’s strength”),
there is a general agreement that the CoG is the hub or “centripetal force” that tends to
hold the system or structure together ¥* and allows it to “act or accomplish a task or
purpose.”'® As such, it provides “a framework within which competing demands for
resources can be prioritized.”'%
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The current U.S. administration has defined the CoG in terms of Iran’s nuclear program.
But the “real center of gravity”, against which U.S. and allied efforts should be focused
on the regime itself.'®” More specifically, it is the ideology that underpins the regime and
encourages Iran’s unique combination irregular warfare abroad and repression at home
as a means for Iran to export its revolution and pursue influence.'®

Since its inception, or at least since the Ayatollah Khomeini took over the reins of the
revolution, the regime has been committed to the concept of velayat-e-faqih (absolute
clerical rule) and its corollary sudur-i inqgilab (export of revolution). In theory, the
concept of velyat-e-faqih implied a “utopian Islamic society” in which “the state would
be ruled over by a theocratic philosopher-king - a man so learned in Islamic law that
all of his peers and all of his countrymen would recognize that only he could provide
“right-minded” guidance.”'® In practice, the concept conferred absolute authority on
a Supreme Leader, first the Ayatollah Khomeni, now the Ayatollah Khamenei, allowing
each of these individuals in turn to trample on the democratic principles at the heart
of the original revolution, establishing what the renowned religious scholar, Dr. Abdul
Karim Soroush, has called a “religious tyranny.”**® Meanwhile the concept of “sudur-i
ingilab” made it possible for the regime to rationalize terrorism and other forms of
irregular war as a religious duty to “propagate Islam” (tablig-e eslami) and fulfill
what the Ayatollah Khomeni envisioned as Iran’s “manifest destiny” i.e. to become a
superpower on a level with the United States.'*! The ensuing state went on to engage in
a campaign of brutal repression including the massacre of as many as 20,000-30,000
political dissidents at home in the 1980s.°? Unfortunately, the practice of executing
dissidents has not ceased and if anything has worsened in the last year.!*3

Ends, Ways and Means

Clausewitz was clear about the connection between ends, ways, and means describing
them as a “paradoxical trinity.”?** The first task, he argued, in any contest (whether
absolute war or a more limited contest), is to define the goal, the desired end-state

at the conclusion of the conflict. The ends, as Col. Arthur Lykke points out, clarify the
objectives: what is to be accomplished. The ways are the concepts and courses of action
explaining how the ends are to be accomplished using available resources. The means
are the resources needed to apply the concept or action.’®> Means may be tangible or
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intangible and can include forces, people, monetary resources, and information. The
challenge is to achieve a balance between ends, ways, and means. Otherwise, there is
what Col. Bruce Reider calls a “strategic disconnect.”'%

How does the current administration conceptualize the end-state it wants to achieve in
the situation with Iran? And how well do the ways and means the administration has
chosen align with the end objectives?

Ends

President Obama has repeatedly said that the desired end-state he hopes for is an Iran
without nuclear weapons. The U.S. State Department has put out broader objectives.
According to a May 2013 statement, the desired end-state in Iran is a country that no
longer “threatens the peace and stability of the region and tramples the freedom of its
citizens.”'” The extent to which the ways and the means the U.S. has adopted align with
this goal, however, is debatable.

Means

To date almost all of the political discussion on Iran has focused on the means the
administration can employ in the negotiating arena. Can Congress find the right number
of carrots and sticks to keep Iran’s negotiators at the table? Particular focus has been

on sanctions. Which ones should be eased? Which ones should be continued? What are
the relative benefits of easing multilateral vs. bilateral sanctions and how will Iran’s
Resistance Economy figure into the equation?'*® The means the U.S. and the P5+1
negotiators can employ are many. The problem, however, is not a matter of too few
“means.” Rather, as Reider has argued in relation to another conflict, that in Iraq, itis a
matter of finding the best “ways.”

Ways

The term “nuclear threat” has become the focal point for almost all of the policy debate.
Within this debate there is a considerable controversy over whether Iran is enriching
uranium for peaceful purposes (as its leaders claim) or to develop a nuclear arsenal (as
many believe). But the problem with Iran is not simply its potential nuclear arsenal.

The larger and more strategically critical challenge is the regime’s effort to project its
influence using a combination of conventional and unconventional weapons that include
nuclear arms but also encompass terrorism and asymmetric war abroad as well as
brutal repression at home.

Iran continues to be the world’s leading sponsor of terrorism and there is no evidence
that this activity with its own destabilizing effects is decreasing. If anything, according
to the U.S. State Department’s most recent Annual Country Report on Terrorism, released
in April 2014, Iran has been working tirelessly (through its Islamic Revolutionary
Guard Corps-Qods Force (IRGC-QF), its Ministry of Intelligence and Security (MOIS)

and its long-time ally Hezbollah) to extend its global terror network with a consequent
“resurgence” in its state-sponsored terrorism worldwide.!*® These activities and their
effects on international security are unlikely to be halted because of a nuclear deal.
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Indeed, Rouhani’s choices for government and foreign relations appointments bode
poorly for such a scenario. According to some reports, Iran’s new defense minister, Brig
Gen. Hossein Dehghan, appointed in 2013, was actively involved in plotting the U.S.
Marine Barracks bombing in 1983 and his whole career was spent in the Revolutionary
Guards, an arm of the government that has specialized in exporting terrorism.?°® More
recently in April 2014, Rouhani appointed as Iran’s UN ambassador, Hamid Aboutalebi,
a known member of the student group that held 52 Americans hostage for 444 days in
the 1979 seizure of the U.S. Embassy in Teheran.?! (While Mr. Aboutalebi’s role in the
hostage crisis may have been minor, the underlying signal that, 35 years after the fact,
the regime continues to promote such individuals, is troubling).

The regime’s expanding use of proxies to destabilize its neighbors is another matter of
urgent concern. Iran still provides small arms shipments and training to the Taliban in
Afghanistan. In addition, and despite its pledge to support Iraq’s stabilization, it gives
regular guidance and training to Shia militants in Iraq. It has also deployed several
hundred military specialists, including senior Quds Force commanders to Syria and is
believed to have spent billions of dollars to support the Assad regime as it continues

its brutal crackdown on the Syrian people, a crackdown that has resulted in the deaths
of more than 70,000 civilians.?°? Additionally, Iran has been sending weapons to
secessionist movements to foment dissent and destabilize Yemen.?® These activities too
are unlikely to stop in the presence of a nuclear deal, if one occurs. As Iran’s supreme
leader, Ali Khamenei, indicated as recently as November 2013, Iran is determined on
“challenging the influence of America in the region and extending its own influence”2%*
and it does not appear to be inclined to change how it pursues its influence “one iota.”%

Further; to support these activities and defend against potential fallout, Iran has intensified
a brutal crackdown on its own citizens. While the regime’s record on human rights has
always been poor,; its repression of ordinary Iranians reached new heights in the wake of
the disputed elections of 2009. Protestors were arrested en masse, tortured, raped and
killed in prison. Today, as many as 500 Iranian dissidents, including minority rights and
women'’s activists, are still behind bars. Leading opposition figures such as Mir Hossein
Mousavi, Mehdi Karroubi, and Zahra Rahnavard have now been held under house arrest
for three years without charges or trial, and “despite President Rouhani’s numerous
promises to respect people’s rights following his June 2013 electoral victory,” serious
rights abuses continue.?’® One of the most alarming trends is the surge in executions. Iran
is now ranked number one, above China, in executions per capita. According to Ahmed
Shaheed, Iran’s UN special rapporteur for human rights, 176 people were put to death in
January, February, and early March of 2014 alone. Several were executed in public and
many sources believe the numbers are much higher. According to other reports, including
the Human Rights Documentation Center, more than 500 people have been executed
since Rouhani took office.2”” These trends, coupled with the regime’s record of arbitrary
detention and unfair trials, discrimination against minorities, mistreatment of political
prisoners and restrictions on freedom of expression, led the UN Secretary General, Ban Ki-
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moon, to deliver a sharp rebuke to Iran’s president, Hassan Rouhani, as recently as March
2014.%°8 The problem is that such abuses not only affect individuals and communities. In “a
world of complex interdependencies and trans-border activities,” they also have “spillover
effects.”?% In particular they can increase the flow of refugees with destabilizing effects in
neighboring countries. In addition, as Tim Dunne points out they “diminish the constraining
capacity of key norms” and in the process give a “green light” to other states to engage in
similar repression in blatant violation of international standards of behavior.?°Logic dictates
that multidimensional conflicts require multidimensional approaches. The “ways” need to fit
the nature of the conflict, one that includes multiple layers and multiple issues and involves a
spectrum of threats, not just the potential threat of Iran building nuclear weapons.

Limits of negotiation: Unfortunately the U.S. has become fixed on a course of action that
is both singular in nature and limited in scope. As William Zartman of Johns Hopkins
University reminds us, negotiation, a form of hard bargaining, is a useful tool for single-
issue conflicts. It is not a panacea for multifaceted, multidimensional conflicts. Nor does
it ensure reconciliation or remove the causes of the conflict.?!* Negotiation has other
drawbacks. In equal power situations, it often produces a deadlock. In asymmetric ones,
such as that between the U.S. and Iran, the bigger power (in this case the U.S.) may try
to dominate and impose its will, but the weaker side can employ a range of tactics to
level the playing field. In his experience, Zartman found that the bigger party often “set
the framework” while the “little party gnawed away at details.” The little party also
frequently used delay tactics: they blustered, dawdled, cajoled, borrowed power, vetoed
temporarily (by walking out) or longer (by threatening withdrawal) - thereby increasing
their effective power.?’ Iran’s past behavior in negotiations has followed this pattern
and its current posture in P5+1 negotiations is with the same pattern. As Abe Sofaer
observes, Iran has called for a “comprehensive, long term dialogue” and it expects to

be rewarded for each gesture with the progressive lifting of sanctions. Unfortunately, a
“long” process could well enable Iran to avoid or reduce the impact of current sanctions
while allowing the regime to move closer to developing a nuclear arsenal.?3

Nor is it likely that the current nuclear negotiations will lead, as some believe, to a more
systematic meaningful dialogue to resolve the larger palette of problems. As Ray Takeh
points out:

“The two parties are on different sides in the regional context. They’re on different
sides in Syria. They're on different sides in the Gulf. They’re on different sides in the
Palestinian-Israeli conflict. They’'re on different sides on issues of terrorism. And they’re
on different sides on issues of Iraq.”?*
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In addition, it is not necessarily in Iran’s interest to “make peace” since opposition to the
U.S. is such a core component of its identity.

Rethinking Strategy

To make progress in resolving the larger situation with Iran the U.S. needs to take
several steps. First it needs to reassess the nature of the conflict, a conflict that has
multiple layers and issues. Second the U.S. needs to better coordinate ends, ways and
means. Is the U.S. only interested in a non-nuclear Iran or does it seek the broader
objective outlined by the U.S. State Department (an Iran that no longer continues “on a
path that threatens the peace and stability of the region and tramples the freedom of its
citizens”)? Iran’s neighbors are watching closely. The Saudis and other Gulf Cooperation
Countries (GCC) have an interest in a non-nuclear Iran, but fear that a final deal could be
at their expense. As lan Black, writing for The Guardian, points out, “Iran’s backing for
Assad, its intimate relationship with Hezbollah in Lebanon and support and inspiration
for Shias in Iraq, Bahrain and Saudi Arabia’s eastern province are all issues of profound
concern.”?’> The Saudis have voiced special concern about sanctions relief. Referring to
the $7 billion dollars in interim relief, Anwar Eshki, Chairman of the Middle East Centre
for Strategic and Legal Studies in Jeddah, for example, has asked “whether these funds
will be used by the Iranian regime for its own people, or to further finance crises in the
region.”216

Iran’s people are also watching. Is the U.S. willing to sacrifice their aspirations for a
nuclear deal? Human rights lawyer and 2003 Nobel Prize peace prize laureate, Shirin
Ebadi, together with Payam Akhavan, a founder of Iran Human Rights Documentation,
worry that this may be the case. Noting that even as Iran’s foreign minister sat with his
Western counterparts in Geneva in November, shaking hands and celebrating an interim
nuclear agreement, “the lifeless body of a young man hung from a crane in a bleak public
square in Tehran, spreading fear among Iranians who suffer the world’s highest per
capita rate of executions.” Iranians ask: “will the world community disregard human
rights in the coming months to conclude a comprehensive nuclear deal?”?!”

The Obama administration has so far signaled that its predominant objective is a nuclear
deal. While the U.S. has plenty of resources to make a deal with Iran’s negotiators, there
is no guarantee that Iran’s Supreme Leader will agree to a final deal or that Iran will
follow through and comply with it.?'® Nor will a deal solve the larger problems posed by
the Iranian regime. Third, there is a need to shift strategy. The strategy (ways) needs to
fit the nature of the conflict, one that includes multiple layers and multiple issues and
involves a spectrum of threats.

The U.S. needs to pressure Iran with strategic combinations. In addition to hard power
in the form of negotiation, sanctions and military threats, the U.S. should use its soft
power resources to address the real center of gravity in Iran by reviving support for the
Iranian opposition and its efforts to bring about “regime change from within.”

Contrary to what many expected from a leader promoting the “audacity of hope,” the
Obama administration has avoided asserting meaningful “soft power” particularly in
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relation to Iran where, as Mark Lagon observes, it might have made a difference not only
for Iran but for American interests as well.?!? At no time was this more apparent than

in June of 2009 when millions of Iranians poured into the streets to protest the results
of an Iranian presidential election that was widely viewed as rigged and fraudulent. As
the number of protestors swelled, filling the streets of Teheran, Orumiyeh Rasht, Tabriz
and Zahedan, the U.S. administration was faced with a strategic and moral dilemma.
Two months earlier, the president had declared in Prague that he wanted to work on
curbing Iran’s nuclear arms efforts and would seek “engagement with Iran based on
mutual interests and respect.”??° Should he now side with those protesting the theft of
an election, even if that meant antagonizing Iran’s leaders and possibly narrowing the
channels for nuclear diplomacy? For several days the president was silent. When he

did speak up, he equivocated. “It is up to Iranians to make decisions about who Iran’s
leaders will be,” he said, adding, “We respect Iranian sovereignty and want to avoid the
United States being the issue inside of Iran.”??* Within days protestors were arrested en
masse. Many were tortured. Many are still incarcerated. The Green Movement with its
potential to bring about some degree of regime change (or at a minimum some degree
of regime modification in the direction of a more democratic state) was crushed, at least
temporarily.

There were those who said that defending the protesters would only encourage Iranian
authorities to scapegoat them as pawns of the West, but Iran’s leaders would do so
anyway. The president clearly lost an opportunity. As Council on Foreign Relations
President Richard Haass wrote in Newsweek the following January:

“I am a card-carrying realist on the grounds that ousting regimes and replacing them
with something better is easier said than done... Critics will say promoting regime
change will encourage Iranian authorities to tar the opposition as pawns of the West.
But the regime is already doing so. Outsiders should act to strengthen the opposition
and to deepen rifts among the rulers. This process is underway... Even a realist should
recognize that it’s an opportunity not to be missed.”??

Robert Kagan of the Brookings Institution has long made the point that regime change
in Teheran is the “best nonproliferation policy” and that the “odds of regime change are
higher than the odds that the regime will give up its nuclear program.” Unfortunately, the
president has gone out of his way in Martin Indyk’s words “to demonstrate acceptance
of the government of Iran.” This was a key element, as Kagan observes in the president’s
“grand bargain.” In return for Iran agreeing to participate in nuclear talks, the U.S. would
guarantee that it would not support Iran’s opposition or in any way seek regime change.
223 224 Regrettably, this decision put the American president and his administration on
the side of a government that represses its own people and continues to pursue its
interests by exporting terrorism and promoting instability in a growing number of
regimes worldwide.

The U.S. needs to shift its strategy towards increasing the prospects for regime change.
As a first step, the administration needs to revise the idea that regime change in

219 Lagon, Mark P. 2011. “The Values of Values: Soft Power under Obama.” World Affairs Journal,
September/October 2011.

220 Obama, Barack. “Remarks by President Barack Obama.” Hradcany Square, Prague, Czech Republic. The
White House, Office of the Press Secretary. April 5, 2009
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Michael Reisman’s words is “almost always a bad idea.”??® It is true that the right of
states, however small or weak, to govern themselves without interference from outside
states or powers, is a fundamental principle of the modern international system

and any “general legitimization” of regime change is not likely to be tolerated under
international law, as Reisman points out.??® It is also true that the forcible toppling of
states in the form of “military adventurism” can bring about consequences that are more
catastrophic than the regimes they are meant to replace.??’ In addition, it is a known fact
that regime change, whether from within or without, does not necessarily ensure an
orderly transition to democracy. At the same time, the concept of regime change cannot
simply be relegated to the trash bin of failed policies. As Reisman himself observes,
international law does not simply guarantee sovereignty. It also guarantees human
rights.??® Moreover, in U.N Secretary General Kofi Annan’s words, “state sovereignty in
its most basic sense is being redefined ... States are now being widely understood to be
instruments at the service of people and not vice versa.?? In Annan’s words, “when an
individual state should undertake to use force to change the regime of another state,
because the regime is both hideous and dangerous, both pathological and pathogenic,
and because the formal decision structures of the international legal system prove
inoperable.”?** In such cases, other overriding principles such as the Right to Protect?3!
and the concept of Responsible Sovereignty promoted by Stephen Krasner may apply.232

As a second step, the U.S. needs to abandon the idea that pressure on Iran in the form of
support for “regime change from within” will only derail talks. As Kenneth Pollack has
pointed out, Iran does not moderate when the pressure is off but when it is high.??
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As a third step, U.S. leaders need to be more forthright in speaking out on behalf of the
Iranian people and their rights to a government that serves the people, not the other
way around. Rouhani’s human rights record if anything has been worse than that of his
predecessor. The U.S. also needs to do whatever it can to push back against the power
of Iran’s Revolutionary Guards. Not only is the Revolutionary Guard Corps the primary
force inside Iran that wants to militarize its nuclear program, as Abe Sofaer argues, it
is the primary executor of the regime’s terrorist agenda; it has been “complicit in the
genocide in Syria” and it is the main force in the repression of Iran’s people.?3*

Conclusions

If the U.S. is serious about meeting the ongoing challenge posed by Iran, it needs to
rethink its strategy. First, we need to reassess the nature of the conflict. The problem
is not just the potential for Iran to develop a nuclear weapon. Iran’s irregular behavior
in the international sphere and its brutal repression of its own people at home are also
profound concerns.

Second, we need to reexamine whether ends, ways and means are consistent and
connected in the context of a larger strategy and the center of gravity in Iran. The means
the U.S. has to ensure some level of a nuclear deal are sufficient. The U.S. however needs
to move beyond a singular focus on the nuclear issue and develop more comprehensive
ways to reduce Iran’s export of terror and its brutal repression of its own citizens.

Third, the U.S. needs to find a strategy that is appropriate to the complexities of a
multidimensional conflict that includes a potential for nuclear war and proliferation

but also encompasses terrorist activity surrogate war and human rights violations. The
notion that hard bargaining is the only alternative to the stark choice between accepting
a nuclear Iran and preemptively striking its nuclear facilities is a false dichotomy. There
are multiple “ways” and the U.S. should make use of a multi-dimensional approach that
blends hard and soft power. In particular, the U.S. needs to direct more of its energies to
combatting the ideology at the heart of these activities and the best way to accomplish
this is by reviving support for regime change from within.

Schuster, 2013).
234 Sofaer, Abraham D. 2014.”Hurt Iran’s Hawks, Not It's People.” New York Times, February 26.
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The Treason Imperative: Terror as Treason
Dorothy Martucci, Esq.

Article III, Section III

“Treason against the United States, shall consist only in levying War
against them, or in adhering to their Enemies, giving them Aid and
Comfort. No Person shall be convicted of Treason unless on the
Testimony of two Witnesses to the same overt Act, or on Confession in
open Court. The Congress shall have power to declare the Punishment
of Treason...”?%

Introduction

In the War on Terror, the enemy has taken a variety of forms. Perhaps the most
unsettling have been Americans who have taken up arms against the United States.
While Americans are morally justified in a particular disdain for these enemy actors, the
American legal system cannot justify a deprivation of the process protections to which
they are entitled. Nevertheless, the pursuit of justice in terrorism cases has set off in a
dangerous direction, prioritizing expediency and information security over the integrity
of the legal system. A fairly recent illustration of this decision-making pattern is the
targeted killing of Anwar al Awlaki.

Anwar al Awlaki was an American citizen by birth.23¢ He spent the first seven years of his
childhood in New Mexico before moving to Yemen, after which he returned to the United
States and attended college at Colorado State University.?*” It is generally accepted that,
during the final years of his life, al Awlaki was engaged in a deliberate, conspiratorial
betrayal of his country, and that his intentions were to cause significant harm to

the United States and to his fellow American citizens.?*® In 2011, the United States
government ended his life in a targeted drone strike.?** No judge or jury determined his
guilt or his sentence. The degree of process that al Awlaki was afforded is disputed, as

is its adequacy; however, it is undisputed that al Awlaki was deprived of a public trial,
that he was afforded no opportunity to put forth a defense, and that he was given no
opportunity to procure counsel.?** While the executive branch unilaterally decided his
fate, al Awlaki was in Yemen, 8,000 miles away.*!

Many have argued that al Awlaki was entitled to standard due process - a trial in a
competent forum, an attorney, and an opportunity to testify.?*> Given his American
citizenship and other factors, however, this paper will argue that al Awlaki, and in

235 U.S. Constitution, Article III, Section III. Available at http://www.usconstitution.net/xconst_A3Sec3.
html.
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239 Raddatz, Martha. “Anwar al-Awlaki Targeted By U.S. Drones After Osama Bin Laden Raid.” ABC News (6
May 2011). Available at http://abcnews.go.com/Blotter /anwar-al-awlaki-targeted-us-drones-osama-
bin/story?id=13549218.

240 Al-Aulaqi v. Panetta, Complaint Filed Jul. 18, 2012, at 2. Available at http://www.aclu.org/national-
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some cases, other American citizens who defect to the ranks of the enemy in the War
on Terror are entitled not only to general criminal due process protections, but also to
additional procedural protections under the Treason Clause.

The Treason Clause of the United States Constitution is unique in three significant ways.
First, treason is the only crime explicitly delineated in the Constitution. Second, treason
carries procedural protections in addition to standard constitutional due process.
Finally, unlike most crimes, only an American citizen can commit treason. The inclusion
of a Treason Clause at all imputes a degree of significance to the crime, a significance
that is reinforced by the inclusion of additional procedural protections. It requires no
stretch of the imagination to conclude that the drafters of the Constitution believed that
Americans accused of treason require particular attention and exceptional procedural
protections.?®

The War on Terror is an unusual war. Enemy lines are anything but clear, and enemy
actors are difficult to distinguish from harmless or even friendly actors.?** In this
context, the status of an American who betrays his country to fight on behalf of the
enemy is easily obfuscated. He will not be wearing a uniform, and often, he will not

be armed. He may deny his involvement and provide other reasons for his suspicious
behavior. Similarly, a day will likely come when loyal Americans are mistakenly accused
of treachery.

This paper will argue that the existence of the Treason Clause requires its application in
all prosecutions that prove its elements. In some prosecutions, the factual allegations, in
light of the charged statutory offense, require the prosecution to prove all six elements
of treason in order to prove the charged statutory crime. In these cases, the identical
nature of the elements to be met permit the government to essentially prove a treason
case against the defendant without the added burden of the two-witness rule. While it
can be significant for sentencing purposes that the convictions in these cases would be
for crimes other than treason, for all other purposes, the prosecution is able to achieve
the same objective as it would with a treason conviction without meeting the necessary
procedural burden. This may occur, for example, in some prosecutions for material
support of terrorism.2

Put simply, a prosecution that, in proving the charged crime, proves treason, is a de facto
treason prosecution, even if treason is not explicitly alleged. In these circumstances, the
defendant is entitled to the exceptional procedural protections of the Treason Clause.
The legally obligatory nature of a charge of treason in these kinds of cases will be
referred to as the treason imperative.

This paper will argue that the history of the Treason Clause serves only to reinforce
the need for its application in the above-noted contexts, and that the consequences of
a failure to protect American citizens by affording the full extent of the process that
the Constitution requires could prove damaging to the integrity of the American legal
system.

243 Watson, Bradley, C.S. The Heritage Guide to the Constitution: Treason. The Heritage Foundation.
Available at http://www.heritage.org/constitution/#!/articles/3/essays/119/treason.

244 Jeh Johnson Speech at Oxford University (Nov. 30, 2012), Lawfare Blog. Available at http://www.
lawfareblog.com/2012/11/jeh-johnson-speech-at-the-oxford-union/.

245 “Whoever knowingly provides material support or resources to a foreign terrorist organization, or
attempts or conspires to do so, shall be fined under this title or imprisoned...” 18 U.S.C.A. § 2339B
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A History of the Treason Clause

The text of the Treason Clause was based in large part upon English Common law
regarding treason.?*® The framers adapted the language of the Clause to particular
American norms of individual liberty, and to Madisonian concerns regarding the
corruptibility of government.?*” The framers took precautions, in drafting the clause,
to protect defendants in treason cases from potential abuses of the charge, such as the
pursuit of personal and political vendettas.?*® The clause was carefully and deliberately
constructed to provide sound procedural protections.?*’

Notably, the clause includes a requirement that a treason charge be supported with

the testimony of two witnesses - a significant added burden for the government,
particularly given the nature of the crime. For this reason and others, treason charges
have been both scarce and largely unsuccessful throughout American history.2*° Indeed,
per the Heritage Foundation, “the exercise of federal prosecutorial discretion has...led
to the prosecution on other grounds of individuals for acts that arguably amount to
treason...or to failure to prosecute at all.”?%!

Early American Treason Cases: Defining Treason

In 1807, in Ex Parte Bollman, Chief Justice John Marshall decided a habeas corpus
petition in a case in which treason was charged.?*? The Bollman Court rejected the
implementation of the doctrine of “constructive treason,” an English Common law
doctrine that provided for the use of a treason charge in cases in which treasonous
behavior is merely contemplated or in which a conspiracy falls short of levying war.?>?
This rejection of constructive treason set a precedent that, in order to commit an act
meriting charge under the Treason Clause, an individual would have to participate in a
conspiracy that actually resulted in the levying of war against the United States.?>* In the
Justice’s own words,

To constitute that specific crime for which the prisoners now before the court have been
committed, war must be actually levied against the United States. However flagitious
may be the crime of conspiring to subvert by force the government of our country, such
conspiracy is not treason. To conspire to levy war, and actually to levy war, are distinct
offences. The first must be brought into operation by the assemblage of men for a
purpose treasonable in itself, or the fact of levying war cannot have been committed.?*

246 Heritage Treason, supra note 9. “The drafters of the Constitution reached back (as had the Continental
Congress) to language in the statute of 25 Edward III (1350), which limited treason, among other
things, to compassing or imagining the death of the king, levying war against the king, or adhering to
the king’s enemies, giving them aid and comfort.”
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rights and their fear of arbitrary governmental power, the Framers of the Constitution sought a precise
and permanent definition of treason, the permissible means of proving it, and the limitations on the
punishment for it.”
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method for dealing with political opponents.”
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In short, the Court held that, “[c]onspiracy short of the actual levying of war is
insufficient.”?>® Notably, the Justice discussed the importance of legislation criminalizing
activity short of treason.?”” He explained that the severity of actual treasonous activity
merited the particularly serious punishments and accompanying strict procedural
protections that characterized a treason charge and conviction, and that lesser,

but similar crimes could be addressed in federal legislation.?*® Significantly, Justice
Marshall’s admonition to Congress was explicitly to create laws to punish conduct short
of treason, rather than to create laws to punish conduct constituting treason through
other means requiring fewer procedural protections.?>

Crimes so atrocious as those which have for their object the subversion by violence of
those laws and those institutions which have been ordained in order to secure the peace
and happiness of society, are not to escape punishment because they have not ripened
into treason. The wisdom of the legislature is competent to provide for the case...?*

Pertaining to the same conspiracy as that adjudicated in Ex Parte Bollman, in 1807,
former Vice President Aaron Burr was brought to trial on treason charges.?®* Burr had
begun communications with a British Minister, plotting to work with Britain to aid
the secession of Louisiana from the United States.?®? The conspiracy was uncovered,
and Burr was brought to trial in Richmond, Virginia on charges of treason and high
misdemeanors.?

Justice Marshall wrote to grant Burr’s motion to end the trial during the prosecution
case-in-chief and send the decision to the jury, which ultimately acquitted Burr on
insufficiency of the evidence.?®* The Justice reiterated the Court’s rejection of the
doctrine of constructive treason, explaining that “[t]here is no difficulty in affirming that
there must be a war, or the crime of levying it cannot exist.”2®> The Justice explained that
the issue was not that Burr had participated in the conspiracy at a distance, but rather
that the conspiracy had never risen to the level of treasonous conduct. “If those who
perpetrated the fact be not traitors, he who advised them [Burr] cannot be a traitor.”2%¢
Importantly, United States v. Burr set the precedent that a defendant, “if not physically
present in an assemblage of men, could still be convicted of treason on the testimony of
two witnesses that he actively helped effect or aid such an assemblage—in effect, aided
in the levying of war."2¢’
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In Cramer v. United States, a 1945 case involving a naturalized citizen of German origin
affiliated with the defendants in Ex Parte Quirin,?®® the Court delved into the elements of
the constitutional crime of treason.?¢® “[T]he Supreme Court held that a specific intent—
adherence to the enemy, and therefore to harm the United States—is necessary, rather
than the simple rendition of aid.”?”°

Most importantly for purposes of the treason imperative, the Court recognized

the exceptional nature of the treason charge as a constitutional crime and of the
accompanying procedural protections, explaining that the founders “wrote into the
organic act of the new government a prohibition of legislative or judicial creation of
new treasons. And a venerable safeguard against false testimony was given a novel
application by requiring two witnesses to the same overt act.”?’* Cramer reiterated

the significance of the framers’ use of procedural protections in the Treason Clause,

and explained that, “[t]he temper and attitude of the Convention toward treason
prosecutions is unmistakable. It adopted every limitation that the practice of
governments had evolved or that politico-legal philosophy to that time had advanced.”?”

The Court noted that the founders structured the Treason Clause as they did to avoid
two significant evils.?”? First, the framers worried that a treason charge would be
misused to oppress political opposition.?’* Second, and most relevant to a discussion

of the treason imperative, the founding fathers feared the “conviction of the innocent

as a result of perjury, passion, or inadequate evidence.”?’”> The Court explained that the
second evil was “one which would be diminished mainly by procedural requirements-
mainly but not wholly, for the hazards of trial also would be diminished by confining the
treason offense to kinds of conduct susceptible of reasonably sure proof.’2’¢

The Cramer Court provided a guide in separating treason from
non-treasonous conduct.

A citizen intellectually or emotionally may favor the enemy and harbor sympathies or
convictions disloyal to this country’s policy or interest, but so long as he commits no act
of aid and comfort to the enemy, there is no treason. On the other hand, a citizen may take
actions, which do aid and comfort the enemy - making a speech critical of the government
or opposing its measures, profiteering, striking in defense plants or essential work, and the
hundred other things which impair our cohesion and diminish our strength-but if there is
no adherence to the enemy in this, if there is no intent to betray, there is no treason.?”’

In 1947, the Court heard Haupt v. United States, another case related to Quirin. Haupt
clarified the evidentiary standards for treason.?’® Petitioner, a naturalized citizen, was
the father of one of the defendants in Quirin.?’° Following his son’s arrival in the United
States for purposes of spying on behalf of Germany, Petitioner provided his son with
assistance and shelter.?®° The indictment alleged,
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first, the charge that this defendant accompanied his son to assist him in obtaining
employment in a plant engaged in manufacturing the Norden bomb sight; second,
the charge of harboring and sheltering Herbert Haupt; and third, the charge of
accompanying Herbert to an automobile sales agency, arranging, making payment for
and purchasing an automobile for Herbert. Each of these was alleged to be in aid of
Herbert’s known purpose of sabotage.?8!

The Court distinguished the case from Cramer, which “was reversed because the Court
found that the act which two witnesses saw could not on their testimony be said to have
given assistance or comfort to anyone, whether it was done treacherously or not.”?#? By
contrast, the prosecution in Haupt had significant evidence that Petitioner had provided
aid and comfort, and merely required two witnesses to testify to Petitioner’s awareness
of his son’s treacherous intentions.?®? As one scholar explained, “[t]he Court effectively
relaxed Cramer’s standard of proof by holding that the testimony of two witnesses to
overt acts might be supported by other evidence as to the accused’s treasonable intent,
including out-of-court confessions and admissions.”?3

In 1952, the U.S. Supreme Court heard Kawakita v. U.S., in which a dual American-
Japanese citizen contested a treason conviction.?®> The Court discussed the implications
of a case in which the defendant had taken up residence in Japan and claimed to

have renounced his citizenship, defeating his eligibility for a treason charge.?®® The
defendant also claimed that an American citizen could not be convicted of treason

for acts committed outside the borders of the United States.?®” The Court found that a
treason defendant’s citizenship status is a question of fact for a jury to determine, and
that a defendant can indeed commit treason against the United States from outside its
borders.?%8

In addition, the Court discussed the evidentiary requirements of the two-witness

rule, explaining that the witnesses need not agree on every detail of an overt act, but
rather must be able to testify to the same overt act generally.?®° “The Court of Appeals
concluded, and we agree, that the disagreement among the witnesses was not on what
took place but on collateral details. ‘While two witnesses must testify to the same act, it
is not required that their testimony be identical.”?%°

With regard specifically to speech, the Supreme Court’s admonition in Cramer that a
citizen’s speech without “intent to betray” cannot constitute treason carried with it

the implication that speech with intent might indeed constitute treasonous conduct.?*!
While the Supreme Court has not addressed the question of speech as treason, and in
fact indicated, in the 1969 decision in Brandenburg v. Ohio, that speech generally cannot
be criminalized unless it is delivered to incite imminent violence, lower courts have
addressed the issue.??
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In 1950, the D.C. Circuit addressed the question of speech and treason in Gillars v. U.S.?%
The court determined that the defendant’s participation in the production of recorded
propaganda on behalf of the German government during wartime constituted “words
spoken on ‘behalf of the enemy,” and “were treasonable.?** In 1950, the First Circuit
addressed a similar fact pattern in Best v. U.S. The defendant in Best was accused of
contributing to radio broadcasts on behalf of the enemy, which the court determined to
be treasonous conduct.?*®

It is unclear whether these cases, both of which occurred prior to the 1969 Brandenburg
decision, still hold. Of particular significance in this determination is that speech likely
to be classified as treasonous is rarely delivered for the purposes of inciting imminent
violence. However, it is important to note that the Court has not ruled on the issue, and
that a prosecution for treasonous speech is therefore legally possible, if not likely.??¢

It is also important to note that, per the text of the Treason Clause itself, a defendant’s
confession in open court will suffice to prove treason in lieu of the two witnesses
otherwise required by the clause.

From the above-noted case law, a set of six elements of treason can be gleaned: treason:
1) must be committed by a citizen, 2) must be actual, and not constructive, 3) must
contribute to the levying of war, 4) requires a specific intent to betray, 5) must provide
aid and comfort to the enemy, and 6) must be an overt act. Notably, an individual with
dual citizenship can commit treason, and, at least theoretically, speech can constitute
treasonous conduct. All individuals charged with treason are entitled to the heightened
procedural protection of the two-witness rule, unless the defendant provides a
confession in open court.

Treason as Optional: Cases in Which Treason Was Not Charged

In 1999, the Second Circuit heard U.S. v. Rahman.?*” The court determined that a charge
of treason was inappropriate for the defendant in question, but discussed prevailing
judicial uncertainty surrounding the possibility of a treason imperative.?*®

The Supreme Court has identified but not resolved the question whether the [treason]
clause applies to offenses that include all the elements of treason but are not branded as
such...The question whether a defendant who engaged in subversive conduct might be
tried for a crime involving all the elements of treason, but under a different name and
without the constitutional protection of the Treason Clause, therefore remains open.?*

Whether the government must charge treason in cases in which the evidence supports
a treason prosecution is judicially unresolved.?® However, an examination of the
nature of the Treason Clause, and of the framers’ intent in including the Treason Clause
demonstrates that the process protections of a treason charge are an imperative rather
than simply an option in cases in which treason applies.

inciting or producing imminent lawless action and is likely to incite or produce such action.” http://
yulr.org/the-treason-clause-and-free-speech/.
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294 Benjamin A. Lewis, An Old Means to A Different End: The War on Terror, American Citizens ... and the
Treason Clause, 34 Hofstra L. Rev. 1215, 1232 (2006).

295 Id.

296 Klipper, Robert. The Treason Clause and Free Speech (Jun. 5, 2012). Yale Undergraduate Law Review.
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The following are two cases, one of espionage and one of material support of
terrorism, in which the defendants were not charged with treason, but, based upon
the government’s allegations, should have been. It is important to note that because
these individuals were not charged with treason, they were or will be deprived of the
two-witness rule process protections that would have accompanied a treason charge,
lightening the government’s burden of proof to an unconstitutional degree.

In 1979, the 9* Circuit heard U.S. v. Boyce, a case involving an American citizen who
acted as a spy for the Soviet Union. Christopher Boyce was working for a military
contractor and had access to sensitive information. Boyce and Andrew Lee, a childhood
friend, engaged in a conspiracy to sell information to the enemy. “During 1975 and 1976,
Lee sold the Russians thousands of documents or photographs of documents provided
by Boyce. The U.S.S.R. paid them $70,000, of which $15,000 went to Boyce.”*’* Boyce was
charged with,

[Clonspiring to transmit national defense information to a foreign nation, with aiding
and abetting an attempt to transmit national defense information, with conspiring to
gather and actually gathering national defense information intending, or having reason
to believe, that the information would be used to the advantage of a foreign nation,

with unauthorized possession of national defense information and transmitting such
information to non-authorized persons, with disclosure of classified information, with
acting as an agent of a foreign government without prior notification to the Secretary of
State, and with theft of government property valued in excess of $100.3°?

As Henry Mark Holzer explains in his piece, Why Not Call It Treason?: From Korea to
Afghanistan, Boyce’s criminal activity clearly supported a treason indictment. Holzer
applied the facts of Boyce to the requirements of a treason charge.3%

A jury could certainly have found at least one overt act in the...documents passed...A
jury could certainly have found that there was two-witness proof of the defendants’
overt acts, since...there was available evidence from surveillance, wiretaps, turncoats,
family members, friends, or law enforcement personnel. A jury could certainly have
found that [Boyce] intended by his overt act to betray the United States through
providing documents and other information to this country’s enemies...the Soviet
Union...A jury could certainly have found that the material delivered to those countries
gave our then-enemies aid and comfort.3%*

Similarly, when compared to the six elements of treason established supra, the
defendant in Boyce: 1) was a citizen, 2) committed actual, not constructive, acts of
treason, 3) contributed to the levying of war by the Soviet Union against the U.S., 4) had
the specific intent to betray the U.S. by selling its secret information, 5) provided aid and
comfort to the enemy in the form of valuable information, and 6) committed an overt
act.3®® Furthermore, as Henry Mark Holzer explains, the prosecution likely had sufficient
testimonial support to meet the two-witness requirement. Given the complete overlap
in the evidence presented during trial with the elements of treason, it is clear that the
variety of offenses alleged in the indictment merely combined to create a treason charge
under other names. The treason imperative applies to the offenses for which Boyce was
tried and convicted, as the prosecution’s case in chief, in proving the alleged offenses,
proved the elements of treason.

301 United States v. Boyce, 594 F.2d 1246, 1248 (9th Cir. 1979).
302 Id, at 1248-1249.
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On March 5, 2013, the FBI arrested Reaz Qadir Khan, a naturalized American citizen,

in Portland, Oregon.3°® The indictment charged Khan with one count of conspiracy

to provide material support to terrorists.?” “According to the indictment...Khan
conspired with an individual named Ali Jaleel and others to provide material support
and resources and to conceal the nature of such support and resources, knowing they
would be used in a conspiracy to Kill, maim, or kidnap persons abroad.”?°® Khan allegedly
communicated with Jaleel via email and intermediaries, provided financial support
specifically for activities such as a training camp to prepare for the attack, and provided
advice on how to best accomplish the violent jihad.?*

Given the nature of the case, the treason imperative is pertinent. Applying the facts

of the case to the six elements of treason, the defendant 1) is a citizen, 2) engaged in
activity that was outright, and not constructive, 3) contributed to the levying of war by
the enemy in the War on Terror, 4) had specific intent to betray, 5) provided aid and
comfort to the enemy actor, Jaleel, and 6) committed the overt act of providing financial
support. As a result of the emails and the use of liaisons, a charge of treason could likely
be supported by the testimony of two witnesses.??

As Khan’s criminal activity, as represented by the indictment, meets all of the elements

of a treason charge, the treason imperative dictates that Khan is not only vulnerable to a
treason charge, but is in fact entitled to one. Per the treason imperative, the government
cannot skirt the demands of the Treason Clause simply by charging Khan with exclusively a
different, less procedurally demanding crime. In brief, because, in view of the government’s
allegations, Khan qualifies for a treason charge, he is entitled to the process protections of
the Treason Clause, and he must be afforded those protections during the adjudication.

The Only Treason Charge in the War On Terror So Far

As in order to commit treason, one must provide aid to the enemy during wartime, it
must be addressed whether the War on Terror qualifies as such a war. In the days that
followed the attacks of September 11, 2001, Congress issued the Authorization for the
Use of Military Force (AUMF) delineating the bounds of what has come to be known as
the War on Terror. Following the enactment of the AUMF, President Bush responded
with a statement regarding the nature of the war.3'! In combination, these two branches
of government declared war against the perpetrators of the September 11, 2001 attacks,
specifically al Qaeda, and arguably against affiliated terrorist organizations.?'? Thus, for
the purposes of the treason imperative, this paper will assert that the United States is at
war with al Qaeda and with affiliated terrorist organizations.

306 Oregon Resident Charged with Conspiring to Provide Material Support to Terrorists in Connection with
Suicide Bombing of ISI Headquarters in Pakistan. U.S. Attorney’s Office for the District of Oregon( Mar.
5,2013). Press Release, Federal Bureau of Investigations: Portland Division. Available at http://www.
fbi.gov/portland/press-releases/2013/oregon-resident-charged-with-conspiring-to-provide-material-
support-to-terrorists-in-connection-with-suicide-bombing-of-isi-headquarters-in-pakistan.

307 1d.
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310 Id. With regard to element three, the enemy in the War on Terror is difficult to identify, and the acts
Jaleel committed occurred outside the borders of the U.S. However, the enemy in the War on Terror is
best characterized, for purposes of this kind of prosecution, as Islamist terrorist actors - those who
commit violent acts of Islamist terrorism for the purpose of furthering the large-scale ideological
takeover of the Islamist movement.

311 CNN, President George W. Bush Address (Sept. 11, 2001). Available at http://articles.cnn.com/2001-
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On October 11, 2006, al Qaeda spokesman Adam Gadahn was charged with treason

and providing material support to a foreign terrorist organization.?!* Gadahn is the first
and only person to be charged with treason in connection with the War on Terror.3'*

An American citizen by birth, Gadahn was raised on a farm in California by Christian
parents.?’® Gadahn converted to Islam in 1995 at a mosque in Orange County, California,
and moved to Pakistan in 1998, where he began to serve as a spokesman for al Qaeda.?!®

Since his initial involvement in al Qaeda, Gadahn has produced several videos
threatening the United States and encouraging other people, Americans and non-
Americans, to participate in violence against Americans.?'” According to the U.S.
Attorney for the Central District of California at the time, “By aligning himself with al
Qaeda, by moving overseas to be closer to al Qaeda’s base...and by joining...al Qaeda’s
terrorist agenda, an agenda that includes the overthrow of the United States government
and the murder of American citizens, Adam Gadahn has committed treason against the
United States of America.”?!®

In 2006, on the anniversary of 9/11, Gadahn released a video in which he stated, “[a]ll
the brothers who took part in the raids on America were dedicated, strong-willed, highly
motivated individuals with a burning concern for Islam and Muslims.”*** In 2007, in
another video, Gadahn stated, “Your failure to heed our demands ... means that you and
your people will ... experience things which will make you forget all about the horrors of
September 11th, Afghanistan and Iraq and Virginia Tech...”3%0

His other videos included a response to the Fort Hood massacre, praising the shooter
and describing him as a “role model,” and a 2011 video in which he encouraged his
followers to attack, exhorting, “America is absolutely awash with easily obtainable
firearms. You can go down to a gun show at the local convention center and come away
with a fully automatic assault rifle without a background check and...likely without
having to show an identification card. So what are you waiting for?”3?! In 2008, Gadahn
released a video renouncing his U.S. citizenship; however as Gadahn failed to follow the
proper procedures, a jury would likely find that Gadahn’s renunciation carried no legal
effect.32?
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The most significant challenge in prosecuting an individual under the Treason Clause
is the two-witness rule. This rule may prove even more burdensome to prosecutorial
teams in the War on Terror, as eyewitnesses are almost impossible to obtain. However,
the Gadahn case provides an illustration of the availability of a novel tool in treason
prosecutions. Gadahn’s voluntary production and distribution of videos likely serve to
satisfy the requirement of either two-witnesses or a confession in open court.3?3

The question inevitably arises as to whether videos like Gadahn's satisfy what

was initially intended as an eyewitness requirement, or as a requirement that the
defendant provide a confession in person in open court; however, an examination of the
overarching purpose of the rule and the framers’ intentions in including it makes clear
that the framers’ goal was to protect individuals from political oppression. A correct
application of the two-witness rule and the confession rule significantly decreased the
likelihood that a disgruntled leader could successfully frame a political opponent for
treasonous activity. Today, videos such as Gadahn'’s satisfy that requirement.

Assuming that the videos were not made under duress, which is not in dispute in this
case, the videos, and individuals who can testify to their meaning, serve to protect

a treason defendant from potentially unsubstantiated treason accusations. Still, as
Gadahn is “the first person to be charged with treason against the United States since
the World War II era,” the question of whether witnesses to videos satisfy the two-
witness requirement or the confession alternative has yet to be addressed in the judicial
system.32*

Gadahn’s treason charge serves as a commendable illustration of the use of a treason
charge in the War on Terror. Gadahn, as an American citizen, has engaged in conduct
meriting a treason indictment, the full process guarantees of a treason charge, and, upon
likely conviction, the substantial sentence that a treason conviction will precipitate.??

When The Treason Imperative Applies

As Justice Marshall noted in his opinion in Bollman, there is an array of criminal
activities falling short of treason that Congress is authorized to address statutorily.32¢
Prosecutorial teams are free to seek convictions for those crimes without also charging
treason. It is only when the prosecution’s case in chief proves the elements of treason in
proving the alleged crime that the treason imperative applies.

As noted earlier, there are six elements of any treason prosecution. In a treason
prosecution, all evidence as to any of those six elements will be relevant. In a
prosecution for any other crime, some of that evidence will not be relevant, and will
therefore be subject to exclusion. In de facto treason prosecutions, despite the fact that

323 “In today’s world, unlike the days of hand-delivered secret coded messages and radio broadcasts,
Gadahn'’s statements were professionally produced videos beamed across the world via the media
and Internet. Likewise, his written statements have been similarly distributed. His pronouncements
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witnessed Gadahn making such statements. What they do have are the videos with picture and audio
of Gadahn’s vitriolic propaganda aimed almost exclusively at the death of U.S. citizens and destruction
of U.S property and interests.” Kash, Douglas A. The United States v. Adam Gadahn: A Case for Treason
(2008). Capital University Law Review. Available at law.capital.edu/WorkArea/DownloadAsset.
aspx?id=20697.
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325 “The charge of treason carries a range of penalties from a mandatory minimum sentence of five
years in jail to a maximum sentence of the death penalty. The charge of providing material support
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treason is not charged, all evidence necessary to establish treasonous conduct will
be presented, and all such evidence will be admissible as relevant. In such cases, the
treason imperative applies, and the two-witness rule is required.

For example, Defendant X is charged with material support of terrorism, a crime
established by the PATRIOT Act. Defendant X is a United States citizen, and was
apprehended outside of the United States. Given the factual circumstances, as well as
the requirements of the statute, the government must prove, in brief, that the defendant
1) knowingly, 2) provided support, 3) in the form of material support or resources, 4)

to a foreign terrorist organization. Because the defendant was apprehended outside of
the United States, the prosecution must prove that the defendant is a national or legal
resident of the United States, that the offense occurred in whole or in part within the
United States, that the offense occurred in or affected interstate or foreign commerce, or
that the offender aided or abetted any person over whom jurisdiction existed.3?’

During its case in chief, in order to prove that the Defendant is guilty of material support
of terrorism, the prosecution proves that Defendant X is a citizen of the United States,
who transferred money to a bank in Switzerland that in turn transferred the money to

a bank account traced to a known Al Qaeda operative. The prosecution proves, through
the Defendant’s communications, that Defendant X was aware of Al Qaeda’s status as

a foreign terrorist organization, and that Defendant X intended to support Al Qaeda’s
efforts against the United States by transferring funds in the above-mentioned fashion to
a training camp in Yemen.

At the end of the prosecution’s case in chief, this author would suggest that defense
counsel make a motion requesting the court to instruct that the prosecution amend its
charges to allege a crime whose elements differ in some way from a treason charge, or
that the prosecution produce two witnesses in support of a charge of treason. As an
alternative, the motion would suggest that the court issue a directed verdict dismissing
the charges, as the government has constructively alleged treason, and has not met the
burden for a treason prosecution.

Does It Matter?

In reviewing the concept of the treason imperative, it must be addressed whether

the use of the treason charge specifically is significant. Assuming the prosecution has
chosen to charge essentially the same crime under a different name, does it matter? It
may be argued that, if the sentencing options for treason are more severe than those
available for other crimes that the prosecution may chose to substitute, the heightened
procedural requirements of a treason charge may not be necessary. However, a thorough
analysis of sentencing options reveals that a perceived disparity in sentencing options
may be overcome under particular factual circumstances.

Of note, treason is a level 43 crime under the federal sentencing guidelines, which is
the highest level under the 2014 federal sentencing guidelines.??® Material support of
terrorism, by contrast, has a base level of only 26, with two available level increases
for aggravating factors such as use of dangerous weapons or firearms.??° On the 2014
Sentencing Table for the Federal Sentencing Guidelines, the only suggested penalty for
level 43 crimes is life imprisonment, whereas the maximum suggested penalty for a
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level 26 crime is 120-150 months.*? Additionally, treason is one of four non-murder
crimes subject to the federal death penalty, the others being espionage, high-volume
drug trafficking, and attempted murder of a juror, officer, or witness in cases involving a
continuing criminal enterprise.®3! Given this information, it could be argued that there is
no necessity of charging treason to provide the added procedural protections because,
in exchange for lessened protections, the defendant is subject to a much lower maximum
prison sentence, and is not vulnerable to capital punishment.

However, in 2005, the U.S. Supreme Court decided United States v. Booker, in which the
Court determined that the Federal Sentencing Guidelines are advisory only, and that
courts are required to evaluate each case individually when determining an appropriate
sentence.**? Congress may create a statutory maximum sentence, as distinct from

the federal sentencing guidelines; however, a court may impose a sentence above the
statutory maximum sentence if a jury finds, beyond a reasonable doubt, that such a
deviation is appropriate.®*® It is also necessary to consider whether, by compiling a
variety of convictions that essentially amount to treason, the prosecution could procure
a life sentence. For instance, per the 2014 Federal Sentencing Guidelines, espionage is a
level 42 crime, punishable by 360 months to life.*3*

In addition, a prosecutor may succeed in procuring the death penalty for a charge

other than treason. For example, per Section 2M5.3 of the of 2014 Federal Sentencing
Guidelines Manual, if an offense of material support of terrorism results in an intentional
killing, the applicable section of the Guidelines is the section regarding first degree
murder, which is a level 43 crime under the 2014 Federal Sentencing Guidelines.** The
federal statute regarding first degree murder, 18 U.S.C. 1111, is punishable by death.33¢

Practical Implications of a Treason Imperative

The two-witness rule can be a cumbersome aspect of prosecution. In the context of the
War on Terror, the application of the rule can be particularly difficult. As one scholar
noted, “[p]erhaps the most contentious issue for the American government, which has
frequently repeated its desire to maintain secrecy around its intelligence-gathering
operations, is the evidentiary requirement for two witnesses to the same overt act.”¥’
In addition to information security concerns, practical considerations arise as well. In a
treason prosecution for an American who joins the ranks of al Qaeda abroad, it can be
difficult, dangerous, and tactically unadvisable to obtain witnesses to this activity.

In essence, a treason imperative can arguably inhibit the efforts of U.S. Attorneys to
effectively and efficiently prosecute Americans who join or aid the enemy in the War

on Terror. Pursuing only a charge of material support of terrorism without an added
treason charge may yield a conviction and several years in prison for a defendant, while
the added protections of a treason prosecution may make proving the defendant’s
treasonous overt acts much more difficult.

330 Sentencing Table, supra note 93.

331 Death Penalty for Offenses Other Than Murder. Death Penalty Information Center (2014). Available at
http://www.deathpenaltyinfo.org/death-penalty-offenses-other-murder.

332 United States v. Booker, 543 U.S. 220 (2005). Cornell University Legal Information Institute. Available at
http://www.law.cornell.edu/supct/html/04-104.Z0.html.

333 Id.
334 Guidelines Manual, supra note note 94.
335 Guidelines Manual, supra note note 94.

336 Federal Laws Providing for the Death Penalty. Death Penalty Information Institute (2014). Available at
http://www.deathpenaltyinfo.org/federal-laws-providing-death-penalty.

337 Lewis, supra note 60.

49



Nevertheless, the Constitution is clear, and the framers undoubtedly intended the two-
witness rule to serve as an impediment in treason prosecutions in order to protect
Americans from possible abuses of the charge.?*® Though the two-witness rule may seem
unduly cumbersome, as the series of videos from Adam Gadahn has demonstrated, the
enemy in the War on Terror is often vocal in ownership of its acts, and treason suspects
with strong ideological motivations may publicly provide evidence to support the two-
witness requirement, or alternately, the confession requirement.3*”

The enemy in the War on Terror has a variety of media via which to communicate its
intentions to millions of people, and satisfying the two-witness rule or the confession
rule in this technology-infused era may prove much simpler than it was in earlier
decades. The aid of cameras, emails, wire transfers, wiretaps, and blogs will likely
counteract the difficulties unique to finding witnesses to testify to treasonous conduct
in the War on Terror. In light of these considerations, proving treason is no more
impracticable than maintaining a defendant’s Fourth, Fifth, or Sixth Amendment rights.

Conclusion

The Treason Clause of the U.S. Constitution cannot simply be overlooked or
circumvented. As long as the text of the Constitution contains the Treason Clause,
prosecution teams cannot constitutionally employ statutory law in a manner that
effectively charges a crime of treason under a different name, and without the added
procedural protections of the two-witness rule.

It may be argued that the objective of a treason conviction, from the perspective of the
government, is not to punish the crime for its nature, but rather to have access to the
heightened sentence ceilings that come with a treason charge. Taking this argument
to its logical conclusion, a defendant would be protected from the dangers of a treason
conviction, namely harsher sentences, in having been spared a treason charge. In this
scenario, trying the defendant for a nearly identical crime under a statute instead of
charging him or her with treason would not violate process protections unless the
possible sentence were as high as the possible sentence for a treason conviction.
However, under the right factual circumstances, a prosecutor could obtain a sentence
identical to that which would have been imposed for treason with the successful
conviction of another crime or series of crimes. In such a case, the prosecutor would
be merely circumventing the requirements of the Treason Clause with other, less
procedurally demanding charges.

In addition, the drafters of the Treason Clause included additional protections not only
to counteract the severity of the sentences available for a treason conviction, but also to
curtail the government’s ability to punish political action. In short, the protections of the
Treason Clause were intended, not only to protect defendants from harsher sentences,
but to protect citizens from unjust convictions for the crimes that constitute the betrayal
of one’s country.

338 Heritage Treason, supra note 9.
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In light of this historical backing, the treason imperative is an important constitutional
protection.3*® The framers anticipated the difficulties of the two-witness rule, and it was
in part for those difficulties that the rule was included.?*! To statutorily circumscribe
those protections is unconstitutional. Possible solutions are twofold. First, the treason
imperative can be heeded, which will require that prosecutorial teams always charge
treason if proving the charged statutory crime will also prove treason. Second, if
Congress determines that the Treason Clause is obsolete and unnecessarily prohibitive
to successful prosecution of traitors, a constitutional amendment can remove the
Treason Clause altogether. Any other course of action is in violation of the constitutional
procedural rights to which a citizen-defendant, if prosecuted for betraying his or her
country, is entitled.

340 Heritage, supra note 9.
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Is Boko Haram Likely to Move Towards More
Effective Governance?

Katrin Heger

Background

Boko Haram, founded by Mohammed Yusuf in 2002, has its origin in

Borno State in the northeast of Nigeria. Its name literally translates

to ‘Western education is a sin’. The group’s official name is ‘Sunni

Community for the propagation of the Prophet’s Teaching and Jihad’

/ (Jama’atu Ahlis-Sunnah Lidda’awati Wal Jihad). In the region, Boko

: Haram is also known as the Nigerian Taliban.3*? Starting out as an

\ ideological movement, the sect opposed everything it considers
Western and aimed for the creation of a state ruled by Sharia Law in

the north-eastern region of the country. Boko Haram has become increasingly violent

since 2009, when the group’s leader Yusuf was captured by Nigerian security forces

and publicly assassinated.*** Yusuf’s death constituted a turning point for Boko Haram

in its organizational structure, its goals, and its tactics. With Imam Abubkar Shekau

claiming Boko Haram'’s leadership, Boko Haram declared its aim to overthrow the

Nigerian government and engaged more in terrorist tactics. Boko Haram'’s violence grew

increasingly sectarian, targeting churches and Christians, as well as moderate, non-

Salafist Muslims. However, despite intensifying violence and a broader range of targets,

there seemed to be no coherent strategy for the destabilization of the state. Attacks

seemed randomly directed towards Christians in the region, security personnel, or other

direct opponents3**, as well as towards targets of international significance such as the

UN headquarters in the capital Abuja in 2011.3*

.

Alarmed by Boko Haram’s uprising and increasing international attention, the

Nigerian government implemented more repressive policies against the group and
proclaimed a state of emergency in the states of Borno, Yobe and Admawa in 2013.3¢
As a consequence of the emergency rule, the government has deployed more security
forces to the region. The security forces were accused of corruption, repression, human
rights violations, such as massacres and extra-judicial killings, and arresting civilians
without trial. Their unlawful behavior has led to the alienation of the population from
the Nigerian soldiers, with an increasing amount of people seeking protection by Boko
Haram.3¥

Within the last year, Boko Haram has increased the sophistication and lethality of
its attacks and extended its geographic reach. Pressure on the Nigerian government
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became stronger, when in April 2014 the abduction of 200 girls from a school attracted
the attention of international media.?*® The government has launched a substantial
military offensive against the group but has neither been able to rescue the abducted
nor has it been successful at preventing further violence. Rather the opposite, Boko
Haram has reportedly been actively seizing territory and has expand its control outside
its usual hideouts.3*° The group was able to gain full control over “a territory about the
size of Rhode Island”**° by expelling Christians and Muslims opposing the group and
murdering regional politicians. Up until now, about 12,000 people have been killed by
Boko Haram attacks®! and the group’s violence displaced about 13,000 people.3>2

Purpose and Outline of this Paper

In August 2014, Boko Haram took a more decisive step to achieve their political goal

of creating an Islamic state by proclaiming a ‘caliphate’ in the local government area

of Gwoza in Borno, which is inhabited by around a quarter million people.?*? Applying
the same rhetoric as the Islamic State of Iraq and Syria (ISIS) and making considerable
territorial gains within the Nigerian territory, Boko Haram has been put on the spotlight
for establishing the first Islamic State in Africa.

This paper sets out to examine whether Boko Haram is likely to move towards more
effective governance from where it stands now. In discussing this question, I first
evaluate why more effective governance could be in Boko Haram’s interest and, second,
explain the determinants of more effective governance. The analysis will show that Boko
Haram would on the one hand have to face severe challenges in implementing more
effective governance and on the other; it will reveal that Boko Haram might not have a
serious interest in governing effectively.

The paper proceeds as follows: After (2) introducing some definitions, I (3) discuss
briefly Boko Haram'’s current status and why it could be beneficial to the group to
develop more effective governing structures. In (4), [ develop an analytical framework
on rebel governance that I (5) apply to Boko Haram. The paper ends with a (6)
conclusion.

Methodological Considerations

This section defines some of the key concepts crucial when talking about insurgent
governance. It will further very briefly look at the discussion of rebel governance in the
literature.

Rebel Governance

Mampilly broadly defines governance “as decisions issued by one actor that a second is
expected to obey. [It] refers to the control of social interactions by both state and non-state
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actors.”*** Mampilly demarcates government from this notion of governance by assigning
to it a more formal character. Governments are bureaucratic “bounded organization[s]"**
that have the power to create and implement laws but cannot enforce informal rules.
Governance, as a more comprehensive term, includes both formal and informal
mechanisms, as well as the provision of goods and services. Rebel governance “can be
viewed as the series of institutions established by an insurgent organization to manage
relations with civilians living in the territory under its control that set in place a system of
taxation and a series of rules (formal and informal) for governing civilian life”3>.

Effective Rebel Governance

An insurgency in control of territory exercises effective governance when it has been
able to develop the following three capacities: First, there must be a policing force that
guarantees a minimum of stability in order for the other governance mechanisms to
function. Second, the rebel group should establish a dispute resolution mechanism that
is de facto used by the civilians to resolve their disputes. Third, the insurgency should
provide public goods and services such as health care and education.?*” In addition to
these capacities, effective governance requires that the governance systems meet the
needs of the population to some degree and the population makes use of the governance
system. Mampilly considers a governance system partially effective when an insurgency
provides security only, and noneffective, when a rebel group decides not to set up a
governance system or the system is rejected by the population.3®

Institutions

North defines institutions as “humanly devised constraints that structure political,
economic and social interactions.”**° Interaction needs to be constrained because
imperfect knowledge and imperfect information makes transacting - searching for and
coordinating of information, monitoring, enforcing contracts and the like - costly.3*°
“Institutions [thus] exist to reduce uncertainty in [a] world”3¢! of transaction costs,
they are the constraints that human beings impose on human interaction. North
distinguishes between formal and informal institutions, where he takes the former to
denominate formally recorded constitutions, laws, and regulations, while the latter
comprise conventions, norms, codes of conduct and the like.**

Rebel Governance as a Dependent Variable

Rebel governance has been discussed in academic literature in rather static and one-
dimensional terms so far. Linking it to either economically motivated warlordism or
ideological movements, rebel governance was reduced to one single variable (either

354 Mampilly, Zachary C. Rebel rulers: Insurgent governance and civilian life during war (Ithaca: Cornell
University Press, 2011), page 2.

355 Ibid. page 3.

356 Jeremy Weinstein, Inside Rebellion: The Politics of Insurgent Violence,p(New York: Cambridge
University Press, 2007), page 164.

357 Mampilly, pages 17, 62.

358 We will later see that partially effective governance corresponds to what Arjona calls “aliocracy” (the
provision of security and taxation only) and effective governance is a “rebelocracy” (the provision of
goods exceeding security and taxation) in Arjona’s terms.

359 Douglas C. North, “Institutions”, The Journal of Economic Perspectives, Vol. 5, No. 1. (Winter, 1991): pp.
97-112, page 97.

360 Douglas C. North and John J. Wallis, “Integrating Institutional Change and Technical Change in
Economic History A Transaction Cost Approach.” Journal of Institutional and Theoretical Economics
(JITE)/Zeitschrift fiir die gesamte Staatswissenschaft (1994): 609-624, page 609.

361 Douglas C. North, Institutions, institutional change and economic performance, (Cambridge: Cambridge
University Press, 1990), page 12.

362 Ibid, page 6.

54



source of funding or ideological orientation), concentrated mostly on the rebel leader as
decision-maker, and was treated as a “path dependent”®? process. Yet, rebel governing
behavior is a function of the initial priorities of rebel leaders and the interaction

of the rebel groups with other actors involved in the conflict. It might undergo
transformations, triggered by endogenous conflict variables to which insurgents adapt
their governance strategies.*®* This is not to say that ideological movements and the
greed and grievance debate have no explanatory value - they tell us a lot about the why
people start rebellions in first place.

From Terrorism to Insurgency

Sanchez-Cuenca distinguishes between different kinds of political violence by spanning
a continuum between the two extremes of political violence; traditional military
strength and the power to hurt. With military power, one can weaken its opponent

or gain control over its territory and property. The power to hurt, as opposed to that,
constitutes a “bargaining tool”3¢>, which allows for hurting the opponent until war
becomes unendurable for the enemy. On the spectrum of political violence, pure military
strength corresponds to traditional warfare, whereas at the other side of the spectrum,
terrorism corresponds to the pure power to hurt. Terrorist organizations neither have
the military power nor the intention to destroy their enemy. Rather, they try to cause

as much pain as possible for him. On this spectrum, insurgencies are located closer to
the terrorism end although they use some military power to seize territory, mostly in
rural areas, from the government. By “penetrat[ing] the enemy zone”3%¢ and exercising
military operations against security forces and civilians, insurgencies try to threaten
the government’s monopoly of force to the point of state collapse. Terrorists, on the
other hand, are mainly based in urban areas and have no quest for territorial control.
Conducting attacks against civilians and security forces, their main goal is coercion

and not the military debilitation of their enemies. Terrorism constitutes the most
asymmetric form of political violence, with terrorist organizations being much weaker
in military terms than insurgencies. However, Sanchez-Cuenca admits that the difference
between terrorism and insurgencies is not always as clear cut since insurgents may use
terrorist tactics.

Boko Haram started out as a Salafist sect that — despite its extreme ideology - did

not engage in violence. Aiming for the state-wide implementation of Sharia law, Boko
Haram peacefully opposed western secular statehood by boycotting elections and
actively engaging in dialogue with politicians.**” Boko Haram turned violent in 2009,
when its leader was captured and publicly assassinated by Nigerian security forces. The
subsequent revolt by Boko Haram against the security forces was aggressively countered
by state forces, who tried to destroy the movement completely. The forceful campaign
by the state forced Boko Haram to go underground and break up in small independent
cells. A further consequence of the state’s effort to destroy Boko Haram was the killing
of many moderate members of the movement. The moderates either fell victim to the
security forces because they were easier to identify due to their cooperative behavior
or they were killed by radical members of the sect. The elimination of the moderates
and the transformation of Boko Haram'’s organizational structure into an underground
movement operating in cells marked the beginning of Boko Haram as a terrorist
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organization.?¢® Over the next three years, Boko Haram was carrying out suicide attacks
against western symbols, such as the UN headquarters in Abuja, and Christian targets,
which resulted in the designation of Boko Haram as a terrorist organization by the
United States in 2013.3¢°

Beginning in spring 2014, Boko Haram’s attacks seem to have become more

strategic, targeting infrastructure and provoking more sectarian violence by killing
Christians. Since August 2014, Boko Haram has captured large towns in Borno state
and neighboring Yobe and Adamawa states outside of its usual hideouts. The same
months, the group took a more decisive step to achieve its political goal by proclaiming
a ‘caliphate’ in the local government area of Gwoza in Borno, which is inhabited by
around a quarter million people.?”° This bold move demonstrates Boko Haram'’s
increased confidence in their organization and its willingness to actively challenge the
government.3”!

In conquering territory, Boko Haram has engaged in battles with Nigerian security
forces. The seizure of territory and the consequent threat to the government’s monopoly
of force, as well as direct combat with the opponents are clear characteristics of more
traditional forms of political violence, which moves the group along the spectrum from
terrorism towards insurgency.?’? Despite these recent developments, Boko Haram still
perpetrates terrorist attacks. The abduction of the 200 school girls, as well as regular
attacks on targets all over Nigeria indicate that Boko Haram indeed is similar to the
FARC, an insurgency that uses terrorism as a means of violence.?”?

The Advantages of Governing Effectively

As reviewed by Arjona, civil war scholars argue that insurgent groups holding territory
might want to establish some form of governance in that territory because it benefits
them in at least three ways. First, assuming that rebels aim at maintaining the seized
territory, institutions create monitoring capacities that facilitate civilian control and
thus prevent civilian defection. Second, institutions benefit the insurgent groups
themselves because they allow the groups to shape economic, political, and social
affairs in their own interest. Insurgencies could administer matters like recruitment
and resource accumulation through their institutions but would also be able to harness
the institutions for putting forward their ideologies and political agendas. Third, by
providing - at least to a certain extent - goods and services for the populations, rebel
groups might gain voluntary support from the population, which might render violence,
if not unnecessary, at least less frequent.’
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This last point especially pertains to Boko Haram, which uses coercion and excessive
violence, engaging in assassinations, kidnapping, and suicide bombing.?”> For example, a
study from Johns Hopkins University School of Advanced International Studies showed
that Boko Haram has killed at least 11,100 people in total, 7,000 of them last year
alone.?’¢ But “violence alone can [never] be politically productive”?”’. Rebels cannot only
rule based on coercion but must take into account to some degree what civilians want
“in order to guarantee their loyalty”3’8. Thus, they should establish a form of effective
governance that both allows them to find out what civilians want and provide it to them.
In the next chapter [ look at what determines whether they can.

Framework of Analysis: Determinants of Rebel
Governance

The analytical framework I propose in this section conceptualizes determinants of
rebel governance by drawing heavily on Mampilly’s as well as Arjona’s approach to
rebel governance and trying to combine the two. Mampilly describes rebel governance
as “an evolutionary process”®”?, in which rebel leaders identify opportunities, address
challenges and adjust their strategies accordingly. Rebel governance strategies are
influenced by (1) the institutional set-up of the society, (2) the ultimate strategic goal of
the group, (3) the internal organization of the group and its resource allocation tactics,
and (4) the group’s interaction with other social, political national and transnational
actors.*8?

Institutional Set-up

Human interaction in conflict is shaped by both newly emerging as well as pre-
existing institutions. Arjona argues that, against the commonly held perception,

states in civil war are not simply “chaotic and anarchic”*8!. Instead, local informal
institutions replacing the weakened state institutions are likely to emerge. These

local “wartime institutions”*#? shape human interaction in warzones by influencing
the behavior of civilians and combatants. Her research shows that these institutions
vary “across different spheres of local life, within and across armed groups, and over
space and time”3%3, She introduces the concept of wartime social order to conceptualize
these variations, using a) social contract theory and b) the scope of armed groups’
intervention into civilian life as her two analytical dimensions. Drawing on Hobbes’
political philosophy, Arjona defines situations in which a social contract between
armed groups and civilians has been established as situations of order. With both sides
entering in the contract simultaneously, citizens and the sovereign need to fulfill their
part of the contract by abiding to certain “rules of conduct”%4, This set of rules creates
predictability for both the ruler and the ruled. As opposed to that, in a situation of
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disorder either the local population, the combatants, or both fail to fulfill their part

of the social contract, thereby curtailing reliability regarding expectations about the
behavior of the other actors. When rebels do not adhere to the agreed upon set of rules,
they prevent civilians from developing reliable expectations about rebel behavior. In
return, local populations can break the social contract and create unpredictability by
either alternating between different set of rules or by disobeying altogether. In case

of an existing social contract, the variation in the institutional framework depends

on the second dimension, the scope of armed groups’ intervention into civilian life.
Combatants can intervene in local affairs either narrowly or broadly. With the objective
of maintaining control over a territory, it is an armed group’s priority to secure its
monopoly of violence and its funding. Each group is thus likely to engage in at least
narrow intervention into local affairs to guarantee the fulfilment of these needs. Arjona
calls this form of governance aliocracy - the rule of the others - since other matters of
civilian life are still taken care of by local or state actors. Broad intervention exceeds
security and the collection of material contributions, encompassing rebel influence on
areas such as politics, the economy, and social interactions. In Arjona’s concept this
social order is a rebelocracy - a “rule of rebels”3>.

Mampilly equally appeals to the idea of a social contract but is more concerned with

the legitimacy it creates for rebel governance.**® “Legitimacy refers to an authority
relationship that achieves the appropriate combination of coercion and consent”3¥’. In
pursuing legitimacy, insurgents thus face the constant dilemma of coercing civilians into
support or convincing them of the benefits of rebel governance by developing a system
of governance. If insurgents fail to fulfill their part of the social contract, they quickly
turn the population against them.

Although Mampilly discusses the establishment of a social contract between rebels

and civilians, he does not conceptualize it similarly to Arjona. However, he develops

a theoretical account of how pre-existing institutions, or a state’s “penetration into
society”*® can influence rebel governance. “Penetration into society” refers to the
relationship between the state and its society prior to the conflict, which can be assessed
by the fiscal policy of the state prior to the war. States pursue different taxation policies:
Whereas merchant states rely on their citizens’ tax payments, rentier states find other
sources of funding. In merchant states, citizens actively engage in political decision-
making because they are direct stakeholders of the state through their tax payments.
They expect the state to provide extensive goods and services in return for their
payments. Rentier states, on the other hand, do not rely on the financial contributions
of their citizens, thereby detaching the population from politics, by depriving them

of any ownership in the political process. Funding themselves through corruption or
the extraction of natural resources, rentier states do not feel obliged to provide public
services to their citizens.
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As a result of these different forms of statehood, two types of citizens, that articulate
their demands differently, emerge: Citizens of a merchant state, states with high
penetration into society, are used to having influence on political decisions and
consider welfare provision as reciprocal, whereas civilians in rentier states with low
state penetration lack the awareness that they are able to impact the political process.
The success of rebel groups depends on how well the group can respond to the more
(merchant state) or less (rentier state) clearly articulated demands of civilians. Building
on these theoretical considerations, Mampilly hypothesizes that rebel groups emerging
in a state with minimal penetration into society are less likely to develop effective
governance structures than groups that emerges in a state with deep penetration.?®
Citizens of deep penetration states are more articulate in what they expect from their
rulers and hence give the insurgent leaders the chance to take into account civilians’
needs, which, in turn, fosters a good relationship between rebels and civilians. Mampilly
further argues that insurgencies emerging in states with high penetration can make use
of highly cohesive pre-existing institutions and can employ them for their own purpose,
thereby improving governance provision.

In her theory of civilian resistance, Arjona elucidates the variation in local civilian
support for or resistance against rebels along both institutional dimensions and takes
into account the quality of pre-existing institutions as well as wartime social order
(aliocracy, rebelocracy). Resistance can be both partial and full. Partial resistance is

an act of opposition — showing disagreement or active disobedience - against specific
conducts of rebel rule but not the rule in general. Full resistance refers to showing
disagreement or disobedience with rebel rule altogether. While in an aliocracy civilian
resistance is always partial, resistance in a rebelocracy depends on the quality of the
pre-existing institutions and can be either partial or full. Arjona defines the quality of
pre-existing institutions along the dimensions of legitimacy and efficacy. Legitimate
institutions are those founded on the normative beliefs of the community, efficacy
means that most people obey the rules set by the institutions. High quality institutions
need to be “both legitimate and effective, whereas low quality institutions are
illegitimate, ineffective, or both”3%, The better the pre-existing institutions, the more
likely are communities to resist against a rebelocracy because they don’t want to give up
their preferred institutional framework and they find it easier to organize themselves
collectively to oppose the rebellion.

Summing up, newly emerging as well as pre-existing institutions play a role in the
relationship between civilians and rebels. Pre-existing institutions might build a basis
for institutions created by rebels, and they influence civilians’ ability to influence rebel
governance by expressing their needs. Both pre-existing and newly created institutions
play a role in the emergence of civilian resistance.

Ultimate Strategic Goal

Mampilly argues that insurgencies try to convince civilians of their agenda by invoking
both strategic and ideological arguments. Strategically, an insurgency can follow two
objectives: It can either aim for ousting the central government (center-seeking groups)
or separating a certain territory from the state (secessionist groups). Leaders of
secessionist groups can exploit the great mobilizing power of ethnic claims. Especially
in post-colonial states that were created by using arbitrary borders, disregarding ethnic
divides, populations might be highly sensitive to ethnic arguments. Ethno-nationalist
rebel groups can garner support by selectively targeting certain populations that are
not part of their nationalist or ethnic group. Although ethno-nationalist insurgencies
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can mobilize along such cleavages, they nevertheless must convince their own kin from
their ability to govern in the to-be-separated territories, which encourages them to
“prov][e] their ability to serve as de facto governments”*!. Hence, secessionist or ethno-
nationalist insurgencies are more likely to develop an effective system of governance
than groups that seek to capture power at the center.3%?

While Mampilly does not consider ideology a relevant aspect of rebel leaders’ initial
governance decision, he holds that organizations will deploy an ideology that creates
rules that best help them to achieve a particular goal, such as government overturn.3%
Consequently, although rebel leaders may communicate a certain ideology to the
outside, they only organize their governing structure according to that ideology when it
helps them strategically.

Internal Organization and Resource Allocation

With regard to the internal organizational structures of insurgencies, Mampilly
hypothesizes that rebel groups with “a unified political command”3** are more likely
to establish an effective governance system than fractioned groups. If a command split
for example into rival factions and competition over controlled territory arose, this
would hinder severely the establishment of cohesive governance. Rebel leadership
must further pay close attention to the configuration of local populations they intend
to govern, since fragmentations within the population might spread to the rebel group
itself, thereby making effective governance less likely. Hence, effective governance
requires both unity in rebel leadership as well as in the group itself.

Effective governance generally requires the devotion of resources to it. Behaving
strategically, rebels are more inclined to shift their spending to serve civilian demands
during “periods of relative peace through either a stalemate or a ceasefire”**® compared
to periods of active combat. Insurgents’ main competitors are the forces of the
incumbent states they operate in. While Arjona treats the incumbent state’s behavior as
completely exogenous to rebel governance, Mampilly points out that in “areas of divided
or contested control”*°¢ the insurgent group and the government compete for power.
Rebel leaders thus direct their resources accordingly in response to state behavior. They
have to make choices between establishing sustainable governance in their controlled
territory and relocating capacities in order to not lose a position.

Relationship with Other Transnational and Local Actors

Civil wars usually have an international dimension because first, they can rarely be

kept within the borders of a single state and spill over its boundaries, and second, they
attract transnational organizations. It might thus be important to explore the underlying
dynamics that explain how insurgent governance is influenced by other actors,
supporters and competitors, active in their territory. Interacting with transnational
actors, such as international nongovernmental organizations, patronage states, diaspora
organizations, and foreign corporations can benefit insurgents because they provide
them with resources. This does not necessarily improve the rebel governance, though,
since the rebels might simply redirect the resources towards their military capacities, as
explained above. However, if an insurgency can incorporate humanitarian organizations
into its actual governance system, it is more likely to develop effective governance.
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Further, rebels are more likely to develop more effective governance if their leadership is
publicly pressured by local or transnational civil society actors for using violence against
civilians.?*” An active civil society can in that sense help improve rebel governance.

After identifying these general challenges to rebel governance that arise from the
institutional set-up of society, the strategic goals of the insurgency, the rebel groups
organizational structure and resource allocation, and the interaction with other actors, I
now turn to the case of Boko Haram.

Application of the Framework to Boko Haram

The exact current status of Boko Haram governance in its controlled areas is difficult
to determine since media coverage from northeastern Nigeria is scant. Based on the
available information at this point, Boko Haram can be categorized as governing
partially effective in at least some areas. Local media has reported that Boko Haram
has captured the city of Mubi and renamed it into “the city of Islam and peace”3%. The
insurgent group is said to have established security checkpoints and tries to implement
Islamic law. In addition to those characteristics of partially effective governance, the
local media claimed that Boko Haram paid for the civilians’ shopping, which could

be interpreted as providing goods on a small scale. Whether true in detail or not, it
looks like Boko acts like an aliocracy and has been able to establish partially effective
governance systems in some areas.

Institutional Set-up

The institutional set-up in Nigeria is characterized by a strong north-south divide. The
strong ethnic polarization between the Muslim north and the Christian south goes along
with economic and political inequality. People in the north are more affected by poverty
and deprivation than the people in the south, with 72% of the northerners living in
poverty compared to 27% in the south.?*® Thus, despite an average growth rate of 7%
per year for the country as a whole, not all parts of the population benefit equally, which
exacerbates the cleavage between Muslims and Christians.*®® The North has to deal with
infrastructural disadvantages, suffering from increasing deindustrialization and difficult
conditions for agricultural business. Public service provision in the northern part of the
country is problematic and especially education remains a challenge with only one in
five adults in the Muslim north being literate, compared to 80% in southern Nigeria.*"!

As a consequence, the southern economy, relying both on better infrastructure and
better educated people, benefits from newly arising opportunities in a liberalizing
and diversifying Nigerian market. Disadvantaged in comparison to the south, north-
eastern Nigeria has thus not been able to profit from the country’s emerging economy.
Unemployment in the north is three times as high as in the south and even educated
people face difficulties in finding employment in the formal as well as the informal
sector. Well-educated young people holding university degrees take on low-skill labor,
thereby ousting uneducated people from those jobs. On the one hand, this stimulates
resentment in the poor people against graduates educated in the west that take away
the few jobs available in the region, and on the other, it leads to a distrust in western
education. At the same time, the Koranic school system is eroding and more and more
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people leave rural areas for cities, in which they hope to find better living circumstances.
It is especially the young that feel neglected and have developed a growing resentment
against the government. They organize themselves in gangs that become increasingly
detached from society and loot northern Nigerian cities.*’?

Nigeria is a prime example of what Mampilly calls a rentier state. Nigeria's abundance in
oil has provoked corrupt behavior in politicians that has manifested itself over the last
decades. Both politics in the north and in the south are dominated by resource extracting
elites that benefit from the oil on the expenses of regional development. Playing a corrupt
“zero-sum-game”, they divide up the revenues amongst themselves, thereby excluding the
majority of Nigerians from the oil wealth.*®® [t is thus not only the inequality between north
and south but also between the Nigerian population and the elites that govern it that cause
grievances. Nigerian people outside these elite circles seem to fear the government and
perceive the influence citizens can have on policy-making as humble.*** Moreover, oil wealth
has fostered am elitist struggle over political power in the country since only those in
power can exert control over the resource. An informal power-agreement has established
that Christians and Muslims take turns in holding presidency. In the 2011 elections,
however, this agreement was ignored with the Christian southerner Jonathan taking
office.*> Consequently, many Muslims in the north consider the Nigerian government
illegitimate, which resulted in post-election violence in 2011 and an ever-growing cleavage
between the Muslim-majority in the north and the Christian-majority in the south.*

Nigeria, with its low institutional capacity, corrupt governance, political and economic
inequality, social tensions, and disenchantment with politics comes down to what
Mampilly designated as a state with minimal penetration. Using his theory, two
conclusions can be derived from that: First, Boko Haram is not able to exploit an already
existing institutional structure on the state level that could, for example, support the
provision of goods and services by Boko Haram. Second, with a low participation

of civilians in political matters, rebels are unlikely to learn about civilians’ needs

and concerns and act according to it, which makes the establishment of an effective
government less likely.

However, Mampilly’s theory might not be as applicable to the case of Boko Haram as
Arjona’s. Nigeria has a strong federalist system, which diminishes the reach of state
institutions per se and makes local institutions more likely to play an important role.
The strong divide between the north and the south feeds into this dynamic. A telling
example of federalism is the implementation of Sharia law in some of the northern states
of Nigeria about 15 years ago. Borno, Yobe and Adamawa, the states that experience
most Boko Haram activity, are all ruled strictly by the Islamic code that consists of both
legal but also moral principles.*” Since Arjona explicitly includes informal institutions
into her theory, Sharia law can be considered a high quality institution on the local level
in the respective regions. However, Sharia law is only an example of one local institution,
and weak federal governance in the northern states probably outweighs its effect on
society and overall institutional quality remains low.
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Assuming that Boko Haram has up until now only established aliocracy-like governance
systems, the quality of the pre-existing institutions do not matter for determining
civilian resistance anyway since in aliocracies, resistance is only partial. according to
Arjona. Theoretically, it is not clear why there can be no full resistance in aliocracies.
Although it might be true that aliocracies do not intervene enough into civilian life to
trigger full resistance, this does not rule out that in some cases the opposite might hold
true. Boko Haram is a case in point here: Despite governing only partially, it experiences
full resistance from self-organized vigilante groups that try to fight the insurgency with
guerilla warfare. Knowing the territory very well, they have been able to ambush Boko
Haram fighters and reconquered some of previously held Boko Haram towns.*%

Overall, it seems that the current institutional set-up in Nigeria and the region does not
favor more effective Boko Haram governance. The rebel group cannot make use of pre-
existing institutions and neither seem to be able nor willing to find out what civilians
would expect from their governance. In addition, Boko Haram is already experiencing
resistance from self-organized guerilla fighters that have been successful in containing
the insurgency in some areas.

Ultimate Strategic Goal

Boko Haram believes in the total implementation of Sharia law, thus a fundamental
change in Nigeria’s political regime is necessary because secular statehood and
democracy hinder Sharia law of being implemented completely. Boko Haram’s strategic
goal is therefore clearly defined as the overthrow of the Nigerian government. Yet at the
same time, Boko Haram makes appeals to ethnicity and religion, targeting Christians
and Muslims from other branches of Islam. This does not seem a coherent strategy for
taking over a state in such a diverse society like Nigeria.**

On a local level, Boko Haram tried to resolve this problem by giving Christians a three-
day warning to either convert to Islam or get expelled from the territory.*'° This strategy
cannot work on a national level though because with the Christian majority in the south,
the quota of non-Salafist Muslims throughout the country is just too high. The targeting
of Christians and non-Salafi Muslims hints at a deeply rooted ideology that - against
Mampilly’s claim - is more than just an instrument to mobilize people. Boko Haram

is willing to practice what it preaches and transform its anti-Western, anti-secular,
antidemocratic ideology into its governance system.** At the same time, unlike with
other radical Islamic groups, Boko Haram’s ideology is not supported by any influential
Islamic leader and finds at its core only minor support from Nigerian Muslims.*!? Given
its current ideological orientation and the lack of popular support for it, Boko Haram is
unlikely to reach its ultimate strategic goal of an Islamic State in Nigeria, which makes a
development towards more effective governance structures unlikely.
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Internal Organization and Resource Allocation

Not a lot is known about Boko Haram'’s internal organizational structure but that it
“operates a cellular structure with common goals and a broad strategy”*'%. This diffuse
structure emerged mainly because of two events - Yussuf’s death in 2009 and the
proclamation of a state of emergency in northeastern Nigeria in 2013.

After Yusuf’s death in 2009, the organization has splintered into several subgroups
spreading out all over the country. Yusuf left behind a power vacuum that created room
for various fractions to emerge, making it more difficult for observers to understand
the organizational structures of the organization.”'* With Shekau taking the lead after
Yusuf’s death, violence increased and became more and more secular, which was
disapproved of by many other Boko Haram members. Ansaru is one of the splinter
groups emerging after the Yusuf era. The group has committed itself to the mission of
protecting all Muslims since Boko Haram under Shekau frequently killed non-Sunni
Muslims.*!>

With the exclamation of a state of emergency in 2013, security presence in the northeast
increased as well as monitoring and surveillance. Boko Haram was forced to adapt

to that challenge by further decentralizing its power, becoming even more fluid and
mobile across the country. Although Boko Haram still mainly operates from its region of
origin in the north-east of Nigeria, there have been bombings throughout the country,
including in the major cities Abuja and Lagos.*'¢ Splintering and different cells following
different agendas has also led to confusions about which group is responsible for which
attack.*’” With leadership unity making more effective governance more likely, Boko
Haram cannot be expected to develop more effective governance soon.

With regard to resource allocation, Boko Haram’s behavior does not confirm Mampilly’s
correlation between cease-fires and spending on civilians. The one supposedly
negotiated cease-fire between Boko Haram and the government was broken by the
rebel group within a day. From that [ conclude that Boko Haram was not concerned with
shifting its resources somewhere else but was more interested in continuing its violent
campaign. Apart from that, it is difficult to tell whether Boko Haram reacts to military
occurrences and strategically shifts its budget. Taking into account the weakness of

the corrupt and mal-trained Nigerian military that is often outweighed in numbers by
Boko Haram, the insurgents might not deem it necessary to shift resources in order

to outbalance the military threat by the incumbent state forces.*'®* Summing up, the
diffused Boko Haram leadership and organizational structure will not facilitate the
development of more effective governance. In addition, too little is known about the
resource allocation between Boko Haram activities.
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Relationship with Other Transnational and Local Actors

While Boko Haram'’s primary focus lies within Nigeria’s borders, their influence reaches
into the neighboring states Niger, Chad and Cameroon. Boko Haram disregards the
north-eastern borders of the country since they are a mere legacy of colonial rule and
disrespect the tribal structures of the region.*’ Cameroon has been especially affected
by Boko Haram’s operations. The group has not only found a certain degree of support
from the Muslim population in Northern Cameroon but also uses the Cameroonian
border region as a hideout when the situation in Nigeria becomes too difficult. However,
the Cameroonian government has started launching military operations since November
2014, which makes it increasingly difficult for Boko Haram to use the border region as a
power base.*?°

The spread of Boko Haram over the borders to Nigeria’s neighboring countries has
displaced thousands of people in the region. International humanitarian agencies

and organizations deliver aid to those affected by Boko Haram’s violent campaign. [
suggest that the Boko Haram insurgency is different from other insurgencies in that its
radical ideology forbids it to cooperate with any nationally or internationally funded
organization that embodies Western values. Thus, Boko Haram is very unlikely to co-opt
humanitarian agencies into its framework and exploit them for its own purpose.

Civil society has not yet managed to be heard and taken seriously by Boko Haram and
hence will not change the insurgency’s governing behavior. Boko Haram rather gives
short shrift to opponents and influential criticizers and uses lethal violence against
them.*#!

Conclusion

This paper set out to evaluate whether Boko Haram is likely to move towards more
effective governance from where it is now. I first established why it could be beneficial
for Boko Haram, at this stage of its partially effective governance, to move towards

a more effective governance system. I then developed an analytical framework that
conceptualizes determinants of effective governance. In a second step, [ investigated
the case of Boko Haram with regards to these determinants and found that Boko Haram
is unlikely to establish a more comprehensive governance structure. First, it is the
institutional framework of Nigerian society that makes it challenging for Boko Haram
to develop a more effective governance structure. Neither national nor local institutions
are far-reaching and could be exploited for establishing rebel governance. The state’s
low penetration into society further deprives Nigerians from political ownership, they
fear the government and thus stay out of political matters. Yet more effective rebel
governance would require interaction with the population to learn about their needs
and react accordingly to them. One further aspect I found that stands against Boko
Haram exceeding its governance is civilian resistance.

Although Arjona’s theory predicted otherwise, vigilante groups have emerged that
resist Boko Haram fully. Second, Boko Haram is heavily influenced by its ideology and
its goal to overthrow the government and put in place Sharia law all over Nigeria. This
turns out to be an ambitious aim in such an ethnically and religiously diverse country
like Nigeria. Third, with its current organizational structure, Boko Haram is unlikely
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to develop more effective governance structures. A more coherent leadership and
less autonomy for the cells would be needed to do so. Fourth, Boko Haram does not
use relationships with other international and national actors to work towards more
effective governance. Instead, its anti-Western ideology prevails once more. Overall,
prospects for a more effective governance of Boko Haram are low.

To say that Boko Haram is unlikely to develop more effective rebel governance is,
however, not to say that it will not try and expand its partially effective governance
attempts to a wider area and will secure them with an increasing level of violence.
Driven by its ideology and motivated by its aim of establishing an Islamic State, Boko
Haram is likely to continue its violent campaign against anyone who is unwilling to
subscribe to its agenda.
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Out of the Mountains? A Quantitative Approach to
Political Violence and Urban Spaces

Lukas Bretzinger, Cameron Reed, & Sascha Schuster

Introduction

In the past few years, armed, non-
state actors have attracted attention
using urban centers as stages. In
2008, Pakistan-based Lashkar-
e-Taiba launched a coordinated

' ‘ i assault on Mumbai, India, which
a LA lasted three days and resulted

in 164 civilian deaths. In 2013,

Somalia-based Al-Shabaab infiltrated the Westgate mall in Nairobi, Kenya, killing 67 and
injuring 175 civilians. In January of 2015, two Al-Qaeda-affiliated gunmen massacred, in
broad daylight, 12 employees of the satirical magazine, Charlie Hebdo. In all three cases,
the perpetrators exploited the complex flow of systems pervading and constituting
urban life to achieve desired outcomes.

High-impact incidents, such as those mentioned above, illustrate the need for the
ongoing debate about armed groups’ current and future targeting practices. How do

we understand, forecast, and mitigate attacks in the face of global trends of population
growth, migration, urbanization, and increasing licit and illicit flow of people, goods,
services and information? Renowned researchers have argued that these trends will
likely shape the vulnerable environments in which conflicts emerge. This has developed
into a strong theme in the discourses on violent non-state actors, asymmetrical warfare,
terrorism, political violence, insurgencies, and hybrid threats. Furthermore, it is
expected that megacities present fertile grounds for inequality and conflict, as well as
the globally connected, large, human and physical subsystems that are vulnerable to
disruption and exploitation by criminal and terrorist organizations.

Practitioners and academics alike are concerned with the pressing question: what
will conflict look like in the future? Practice-driven, predictive research in the fields
of political violence and conflict studies shape future responses of state and local
governments, as well as international institutions. The allocation of resources for
recruiting, training, further research, and procurement programs is driven by the
assumptions individuals and organizations make about the future.

Many predictions about future conflict environments create convincing narratives and
make plausible predictions based on anecdotal evidence and qualitative case studies. It
has often been pointed out that there is a general lack of large-n studies that inform, and
be informed, by their popular approaches.*?? Existing studies are often conducted with
limited scope. Our study attempts to fit this gap; we conduct a large-N study to investigate

422 see for example Alex Braithwaite and Shane D. Johnson, “Space-time modeling of insurgency and
counterinsurgency in Iraq,” Journal of Quantitative Criminology 28 (January 2012), pp. 31-48;
Michael G. Findley and Joseph K. Young, “Terrorism and Civil War: A spatial and temporal approach to
a conceptual problem,” Perspectives on Politics 10 (2012), pp. 285-305; Kaisa Hinkkainen and Steve
Pickering, “Strategic risk of terrorist targets urban vs. rural locations,” working paper delivered at the
Peace Science Society Workshop in Disaggregation in Terrorism Studies, Philadelphia, USA, October
9, 2013; Jennifer ]. Webb and Susan L. Cutter, “The Geography of U.S. Terrorist Incidents, 1970-2004,"
Terrorism and Political Violence 21 (2009), pp. 428-49.
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claims on the future environment of political violence. Using the most comprehensive
open source database on incidents of political violence on a national, regional, and global
scale ranging from 1970 - 2013, we analyze the spatial distribution of events between
urban and rural spaces over time. We assume that if existing processes like urbanization
and population growth are in fact the main drivers of future conflict environment, we
would expect to see this trend in recent history. Does the data lead us to believe that of all
possible scenarios for the future conflict environment, the urban, crowded, connected, and
littoral space should be the most likely?

This paper proceeds as follows: we first present the building blocks of a widely accepted
vision proffered by David Kilcullen and embed them in the research of political violence.
We then briefly describe our methodological approach and highlight the potential
possibilities of our dataset. We present the key analytical results and how they relate to
contemporary predictions in the field.

Conflict in the Urban Space

Political violence in the urban space is by no means a new concept, as it arises in
guerilla, riot, terrorism and insurgency literature.*?® Indeed, the urban context was a
feature of Walter Laquer’s early study on guerilla warfare. Groups like the Mau Mau

of Kenya, the Irish Republican Army, and the Front de Liberacion Nationale employed
attacks against colonial powers that targeted aspects of urban life and space.***

Martha Crenshaw’s seminal piece on the causes of terrorism highlighted the enduring
importance of modernization and urbanization, which she saw as an ever growing
opportunity for terrorist groups to execute attacks.*?> Others describe the urban space
as a ground for recruitment, hiding and communication, as well as the variety of
possible targets.*?® Most of the 20th century literature recognized the urban element one
way or the other, but did not fully theorized linkages between urbanization and national
security.

Indeed, after two long wars in Iraq and Afghanistan in which the operational setting was
dominated by asymmetric warfare and rural settings ended, the US and other Western
nations have voiced concerns over the impending nature of conflict. New technology,
like Unmanned Aerial Vehicles (UAVs), improves and proliferates at a high pace, which
increases the ability of government to monitor remote and sparsely populated areas.

In this vein, the security literature widened its scope to account for the irrevocable
conditions shaping the environment of tomorrow. Stated differently, prominent theorists
of modern warfare re-problematized conflict, taking into consideration large-scale
trends of urbanization, rapid population growth, and connectedness. In 2009, respected
journalist, Robert D. Kaplan, in his 2009 book, Revenge of Geography, stated, “Crowded
megacities, beset by poor living conditions, periodic rises in the price of commodities,
water shortages, and unresponsive municipal services, will be fertile petri dishes for

the spread of both democracy and radicalism, even as regimes will be increasingly
empowered by missiles and modern, outwardly focused militaries.”**” Even military
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strategists, such as Steven Metz in his article, “Strategic Horizons: How the U.S. Military
Might Get Involved in a Megacity”, said, “Failing to prepare for military operations

in dangerous megacities could leave a future president without the means to do
something that he or she considers to be in the national interest.”*?8 Cities are becoming
the vanguard unit of analysis for studying conflict.*>® Geographers have offered a
research agenda for their field in the face of the rising importance of the ancient social
phenomena of terrorism.*° It is often assumed that growing urban environments,
especially in the developing world, become increasingly attractive as targets for violent
extremists, resulting in more attacks on urban systems, but mostly single case studies,
like the Mumbai case of 2008, are referenced in support of that claim--larger empirical
studies are rare.**! Some scholars even believe a traditional characteristic of terrorism
studies is that much is written on the basis of little empirical analysis.**?

Few studies offer quantitative, systematic investigation of political violence and urban
spaces. More recently, the literature has shifted toward critically analyzing geospatial
determinants of political violence, which advances the understanding of where attacks
take place. Geospatial analysis of these trends gained traction after 9/11 and have
since been growing in importance and policy relevance. A seminal study exists on the
geolocation of terror and political violence incidents on the U.S. level.*** Another cogent
working paper by Hinkkainen and Pickering has used the Global Terrorism Database
(GTD) to study urban and rural targeting by terrorist groups, but they used a time
invariant measurement of infrastructure complexity as proxy for urbanity.*3* Findley
and Young find, through geospatial analysis, found that certain characteristics, such

as proximity to capital cities, international borders, mountainous terrain, areas with
low forest coverage, areas of recent civil war, and high populations raise exposure to
transnational terrorism**®. Also, Nemeth, Mauslein, and Stapley discovered similar
characteristics when exploring domestic geospatial determinants of attacks, adding that
poorer, dense populations, as well as autocratic regime types increase the likelihood

of attacks.**® Finally, on the regional level, scholars have found a trend pointing to a
larger incidence of political violence diffusing toward the Middle East in the post-

9/11 environment.**” Incorporating geographical methods and analysis, as well as
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geospatial visualization has helped scholars understand the conditions under which
an attack might be more or less likely to occur, including factors directly related to the
aforementioned megatrends, such as urbanized, dense spaces. Geographical evidence
that is domestic, international, and regional in scope is becoming a larger part of

the discourse illuminating the nature of future conflict. Thus, operating under the
assumption that large-scale attacks are planned, geospatial analysis, or mapping other
types of analysis onto geographical illustrations, provides insights into strategies of
targeting and decision-making. In fact, applied geographers have discovered trends in
the environment that signal a trend toward targeting areas with high populations.**®

We discuss the claims on the urban as the primary future conflict environment in the
way they have quite recently been argued for by David Kilcullen in his 2013 book, Out

of the Mountains: The Coming Age of the Urban Guerilla.**° Kilcullen uses an exploratory
case-study approach and an analogy of cities as biological metabolism to argue that
urban spaces will be the primary environments in which armed non-state groups will
execute their attacks. While non-state, armed group violence had previously been a
phenomenon of landlocked, distant, and rural communities, this form of conflict would
see a dramatic shift to urban, crowded, coastal, and connected environments, Kilcullen
argues. Areas close to the sea, densely populated, and often semi- or quasi-governed
would be the most vulnerable targets. Various types of infrastructures like waterways,
telecommunication, real time-news feeds and social media allow armed groups to design
and execute attacks of higher impacts. This infrastructure is marked by the modern
information environment and already enabled attackers to achieve worldwide attention.
Kilcullen creates a fascinating and alarming narrative on how the opportunities and
benefits of modernization that leads us to move to big cities, also attracts those looking
for control over our lives.

Kilcullen’s model of the urban, crowded, connected, and coastal space as the primary
future conflict environment both epitomizes the general discussion on the importance of
urban spaces in conflict studies and lends itself to statistical modeling. His contribution
is highly respected as a scholar and practitioner, and is very likely to achieve substantial
resonance from practitioners in the future.**’ In academic circles, Kilcullen’s studies
have already been incorporated widely, reaching over 30 citations in less than two years
since being published. For example, scholars tackling issues from a range of disciplines,
including transnational organized crime, civic security, urban insurgency, and armed
conflict use Kilcullen’s vision to substantiate claims. Clearly, Kilcullen’s ideas garnered

a breadth of support from many prominent thinkers and remains the foundation of
future-oriented discourse on conflict and warfare.
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What can the data tell us?

Our analysis is based on the Global Terrorism Database (GTD), maintained by the
National Consortium for the Study of Terrorism and Responses to Terrorism (START) at
the University of Maryland**!. The GTD is the most comprehensive open source database
on incidents of political violence, containing over 125,000 events from 1970 - 2013, and
listing from 45 - 120 properties per attack. Variables include aspects such as location
details, victims or targets, and information on the perpetrators. The database’s usage

of terrorism in the name may be misleading when it comes to the kind of incidents
included. START uses a three-level approach combining automated and manual methods
for information gathering. To circumvent critiques on a potential selection of incidents
on the basis of the highly contested definition of terrorism, START has established a set
of required criteria for incident inclusion that aims to broaden the range of potentially
listed events as much as possible. GTD’s necessary requirements for incident inclusion
entail three core elements**?: (1) the incident needs to be intentional, (2) perpetrated
by a sub-national actor, and (3) include violence or a threat of violence. Additionally,
inclusion requires fulfillment of at least two out of three other criteria: (1) the incident
must be aimed to achieve a political, religious, social, or economic goal (other than pure
for profit), (2) it must be aimed at conveying a message at some form of wider audience
other than just the victims, and/or (3) the act must be outside of legitimate warfare
activities (as given by the Geneva Convention). This set of criteria opens up the scope of
inclusion of incidents to wide definitions of political violence, giving the user the chance
to select incidents on all existing variables for his or her analysis.**?

One of core strengths of using the GTD lies in its origin. It was created by the Pinkerton
Global Intelligence Service (PGIS) as a tool of for-profit risk assessment for its clients
to analyze potential investment risks stemming from violence in target countries. As
far as that is possible, the GTD is therefore not created ex-post looking back at former
incidents, but was expanding on from its inception. As far as that can be said, its DNA
is inherently apolitical. At the same time, the long history of the GTD and the transition
of the database to different maintaining institutions over time resulted in legacy and
consistency issues that can only be remedied to a limited extent.

Apart from an intensive cleaning and tidying process, the main factor influencing the
explanatory power of our analysis are issues of over- and underreporting. We see an
explosion of reported incidents starting in the early 21st century. While data collection

441 National Consortium for the Study of Terrorism and Responses to Terrorism (START), “Global
Terrorism Database,” January 20, 2015, <http://www.start.umd.edu/gtd>.

442 National Consortium for the Study of Terrorism and Responses to Terrorism (START), “GTD Codebook”
January 20, 2015, <http://www.start.umd.edu/gtd/downloads/Codebook.pdf>.

443 David Kilcullen does not give a detailed account of what qualifies incidents of political violence in his
theory of urbanized conflicts. All case studies he uses to build his argument however are incidents
included in the GTD. This cannot disguise the fact that we are moving in an environment of heavily
contested and overlapping concepts such as political violence, criminality, terrorism, and insurgencies,
whose discourse (especially on terrorism) in the recent past has been very much dominated by a
very narrow conceptualization of acts of violence affiliated with Islam in a narrowly defined space.
Especially in this context, the title Kilcullen chose for his book, Out of the Mountains: The Coming
Age of the Urban Guerilla, unconsciously invokes the picture of the Iraq or Afghanistan insurgent,
while Kilcullen’s scope of urban conflict includes far more acts of violence. But, since he does not
give a precise definition of conflict, we have no substance to compare with the detailed definition
of the GTD. Just as established definitions of political violence and/or terrorism may share many
properties, and differ mainly at the extent of their boundaries, we assume the same to be true for the
implicit nature of political violence used by Kilcullen and the explicit definition given by the GTD. Both
conceptualizations include violent acts perpetrated by non-state actors. Even if their implicit and
explicit definitions may not be perfectly compatible, we assume that in the face of over 100,000 attacks
driving our analysis, potential for distortion of a statistical effect is negligible. The GTD is the best-
suited tool to analyze Kilcullen’s claims.
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methodology was kept across different institutions, this explosion does not only
coincide with the time that acts of political violence appeared on the global agenda, but
also with the rise of the internet. We think that the extent with which the number of
events has risen since 1998 cannot only be explained through more incidents occurring,
but must also be attributed to those two factors. The most significant statements can
therefore be made for the time period after 1998.

While the GTD gives us detailed information on violent incidents themselves, we use
several open source datasets to give us information on the environments in which
these attacks took place. We use global datasets on cities to relatively geo-reference
the GTD’s events, also including control variables for capitals, coastal cities, and urban
centers consisting of various smaller urban sub-centers. We attribute incidents of
political violence to urban centers if they fall within a certain distance, depending on
the type of target. Other dataset include: (a) Open source data on cities and urban
centers, including their geographic location, area and population density; (b) World
Bank data on population, demography and urbanization; (c) Various dataset from the
Correlates of War project to include control variables for incidents happening during
war or war-like situations; (d) Geospatial data from various sources to capture land use,
changing population density, intensity of night light, road accessibility and distance to
the coastline We combine all information to operationalize the concepts of crowded,
connected, littoral, and - most importantly - urban spaces.

We analyze the spatial distribution patterns of attacks (measured by the number of
victims both killed and injured) globally and for each year between 1998 and 2013. We
consistently refer to the relative share of attacks between environment A and non-A of
all attacks in that year, because in order to make descriptive inference about the trends
of conflict environments, we need to account for socioeconomic and demographic
developments that would otherwise blur our findings. Deriving from that, we express
our results as the change of relative likelihood of becoming a victim of political violence
in environment A vis-a-vis the probability of becoming a victim of political violence

in environment non-A over time. This approach makes it hard to describe how high

the absolute probability of becoming a victim in either of these environments is at a
certain point in time, but facilitates analysis on how that probability has changed. In fact,
several possible scenarios could account for a change of attack distribution between
years leading us to speak of a shift of attacks between environments. First, it could be
possible that the overall amount of victims remained stable between years, but that a
decreasing number of victims in environment A were replaced by an increasing number
of environment non-A. Second, it may also be the overall level of victims increased or
decreased, but in environment A, the number of victims increased or decreased more
than in environment non-A. It may also be that a shift in the conflict environment was
not caused by a changing number or spatial distribution of attacks, but by a change

in the distribution of population. If, for example, urbanization as a concept holds
between years and we observe more people living in cities than in rural communities,
but the level of attacks remained stable, there would be an increase in the likelihood of
becoming a victim in rural communities.***

With our approach we can best analyze potential shifts in conflict environments. We
also have the tools to control for specific effects, like changes in population distribution
and observe if resulting trends remain the same. But, in order to unveil causal relations
behind shifts or non-shifts in conflict environments, resource-intense analysis with
detailed attention to specific circumstances of each attack would be necessary.

444 Analogous to that, arguments for other changes of spatial distribution of populations, like population
growths, or intra- and international migration, could be made.
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Our findings on trends in political violence

Global Patterns: Rural vs. urban environments and changes over time

Our results support the literature in a major claim: living in big cities is more dangerous
than living elsewhere. Over the timespan between 1998 and 2013, the average risk of
becoming a victim of political violence in urban agglomerations per year (cities of more
than one million inhabitants) was 0.0006%. In areas outside of these agglomerations, it
was a mere 0.0003%. Given that violent groups can expect higher visibility and potential
impact by targeting urban life, especially in capital cities, this finding is in line with the
literature. With a globally growing number of acts of political violence, it is also true that
the likelihood of becoming a victim of political violence by non-state actors became higher.

However, if we compare the trends in urban and rural environments, the results look
quite different. The likelihood of becoming a victim of political violence by non-state
actors increased by 7.6% each year for individuals outside of urban agglomerations,
but only 2.4% inside of them.**> In urban agglomerations on the coastline, it was only
1.3%.**¢ The likelihood of becoming a victim within a landlocked urban agglomeration
was twice as high as in an urban agglomeration at the coast. This means that if we
examine relationships comparatively between landlocked-urban and coastal-urban
spaces, the likelihood of becoming a victim in coastal-urban spaces was closer to the
likelihood of becoming a victim in rural spaces, rather than in landlocked-urban spaces.

Urban, crowded, connected and littoral environments

Using more rigorous methods of testing, we can analyze the relationship of incidents of
violence along a more diverse spectrum than just urban - rural, also including variables
for crowded, connected, and littoral environments. We define these environments

as time variant relative terms on the country level and use various geospatial and
geostatistical measures to operationalize these concepts.**” With this approach, our
model explains that conflict environments became less urban, less crowded, and less
connected at a rate of -0.471% (urban), -0.398% (crowded) and -0.454% (connected)
each year. The decrease also accelerated in recent years. This trend is not true for the
littoral character of conflict environment. Unlike the urban, crowded, and connected,
violent groups choose littoral environments for their attacks to the same degree to

445 Since 2003, almost half of the GTD’s incidents per year are reported in Baghdad and other cities
suffering from some form of war, which created a huge potential to shape the outcome of such global
analysis. If we take out countries in (civil) war in the sample the difference becomes less obvious:

9.9 % (non-urban) and 7.4% (urban) respective yearly increase in likelihood of becoming a victim of
political violence. The level for urban conglomerates on the coastline remained below 2% nonetheless.
This is just to show how outliers like Iraq/Baghdad shape our global results, a reason why we
introduce statistical tools that account for outliers later on. Findley and Young already showed that
different forms of violence are correlated, like civil war and terrorism, and our finding indeed hold
true if excluding or including countries during different forms of war (see Michael G. Findley and
Joseph K. Young, “Terrorism and Civil War: A spatial and temporal approach to a conceptual problem,”
Perspectives on Politics 10 (2012), pp. 285-305).

446 When using alternative indicators to the ones presented here (like attacks on the largest 100 cities, or
capital cities, or using the attacks count instead of number of victims), resulting trends remain stable..
Incidents of political violence take place more and more outside of big cities (or capitals) over time, in
war- and in peacetime.

447 That allows for tracking if violent groups choose more crowded (etc.) spaces for their attacks over
others. “Crowded” consists on time variant geospatial measures of population density, growth of
population density in recent years, as well as the (in)equality of night light distribution among the
population in the respective area. The most crowded place would show a high population density,
recent growth and an unequal distribution of night light (as proxy for uneven access to electricity,
and with that infrastructure) The statistical models are fixed effects models based on panelized data
for both countries and violent groups. That way we account for shifts in conflict across countries and
regions, as well as for changes in the activity of the various (international) groups and organizations.
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which people live there. A one percent increase in a countries population living at the
coastline led to a one percent increase in people becoming victims of political violence
on the coastline.**8

Sense-making at the country level

One way to understand results at a global level is to look at country situations. Table 1
shows the 16 countries in which more than 5,000 people became victims of political
violence carried out by non state actors between 1998 until 2013. For 11 out of 12
countries with statistically significant results, there was a relative trend of conflict
shifting away from urban, crowded, connected, and littoral environments. Only in India
the shift pointed towards these spaces. As we learned that the trend of urbanization
results in more attacks occurring in the growing urban space, the picture changes
when controlling for urbanization. For 6 out 10 countries with significant results, the
conflict’s shift away from relative urban, crowded, connected, and littoral space is not
accounted for by growth of that space: Afghanistan, Colombia, the Philippines, Pakistan
and Thailand have growing cities, but even if they were not growing, the average citizen
became safer from political violence there. This sets these countries apart from Algeria,
Iraqg, and Nigeria, where only the growth of the urban space made it safer for the average
inhabitant. In Algeria, Iraq, and Nigeria, urbanization, crowdedness, connectedness,
and littoralization of political violence is not holding pace with the urbanization of the
people, whereas in Afghanistan, Colombia, the Philippines, Pakistan, and Thailand,
political violence is not urbanizing at all, despite the trend of urbanization. Here again,
we only observe this phenomenon in India.

Country with more than # Attacks | # Victims | Trend towards relative | Trend towards relative

5,000 victims 1998-2013 urban, crowded, urban, crowded,
connected and littoral connected and littoral
environments of environments of
conflict? conflict - if statistically

holding urbanisation
at zero?

Afghanistan 5,830 33,686 No No

Colombia 1,717 7,528 No No

Algeria 1,554 9,521 No Yes

Israel 754 5,141 No N/A

India 5,334 25,161 Yes Yes

Iraq 11,957 119,188 No Yes

Kenya 255 6,037 No No

Sri Lanka 872 10,192 N/A N/A

Nigeria 1,474 7,835 No Yes

Philippines 2,324 7,878 No No

Pakistan 7,636 41,308 No No

Russia 1,784 10,506 N/A N/A

Somalia 1,453 7,439 No N/A

448 Additional variables in a multivariate model provide further insights. Controlling for urbanization,
the shift of conflict towards the less urban, crowded and connected show a pace twice as high. Stated
differently, a one percent increase in urban population is associated with less than half a percent
increase in people becoming victims of political violence in the urban, crowded and connected space.
For the fifteen years of observations, it appears as if the average conflict environment’s urbanity
would have decreased by almost one percent per year, while the growth in urban spaces increased
targeting the urban space by almost half a percent, resulting in a yearly de-facto decrease in average
conflict environment’s urbanity by half a percent. pThe growth of the littoral space has no effect on
our variables of conflict environment, which is to say that conflict shifted with the population’s shift
towards the littoral space, unlike the population’s shift towards the urban space.
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Syria 502 7,012 N/A N/A
Thailand 2,433 7,159 N/A No
Yemen 1,086 5,570 No N/A
All of the above 46,965 311,161 No No
World 57,629 366,616 No No

Table 1. Country-level analysis of attacks, victims, and trend directions.

Sense-making at the group level

Analysis on the group level is more problematic than on the country level for a

variety of reasons. First, many incidents of political violence cannot be attributed to

a specific group. Whereas the 16 most targeted countries account for around 85%

of all attacks and victims, the 27 most active groups account for less than 33% of all
victims worldwide and 25% of all attacks carried out. Second, groups cannot be clearly
distinguished over time and space: they emerge, merge, cooperate, and dissolve. Third,
these organizations operate across regions and transnationally, while data for socio-
economic trends like urbanization is primarily available on a national level.

Still, looking at groups lends additional perspective and potential robustness to our
findings Indeed, as shown in Table 2, hardly any of the most active group shows a
trends for targeting relative urban, crowded, connected, and littoral environments
over others. Only Lashkar-e-Taiba (LeT), Tehrik-i-Taliban Pakistan (TTP), and the
United Liberation Front of Assam (ULFA) shifted their focus on these spaces. LeT and
ULFA are active in India, adding persuasive power to our previous finding that data on
India displays a different pattern. TTP operates mostly in Pakistan and in recent years
increasingly attacked targets in large cities, such as Karachi or Peshawar. But, with

its share of attacks (11%) or victims (26%) within their home country, the country-
level trend is still pointing away from the urban space.**® This could either be because
TTP does not claim responsibility for attacks carried out in rather rural areas, or that
they do focus increasingly on targets in urban environments. As TTP, LeT, and also
ULFA received increased focus from national security forces during the observed time
period, these groups might provide a case for the workings of spatial and hierarchical
diffusion - under the impression of higher presence and scrutiny by government,

they choose rather distanced and symbolic national targets (in urban environments),
instead of pursuing a territorial and regional agenda. Generally, the most violent non-
state actors do not show a pattern of targeting that runs against the global finding that
there was no trend of the environment of political violence becoming more urban,
crowded, connected, or littoral. This also holds true if limiting the data to categories like
governmental vs. civilian targets, or countries in war vs. in peace.

449 As part of our ongoing research process, we also conduct qualitative case studies on selected groups
targeting practice behavior. While we could not give a detailed account of the causal dynamics
underlying data, we see several possible explanations: First, the findings could be explained either
because TTP does not claim responsibility for attacks carried out in rather rural areas, or that they do
focus increasingly on targets in urban environments. Also, as TTP, LeT, and also ULFA got more into
the focus of national security forces during the observed time period, they might provide a case for the
workings of spatial and hierarchical diffusion--under the impression of higher presence and scrutiny
by government, they choose rather distanced and symbolic national targets (in urban environments),
instead of pursuing a territorial and regional agenda.
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Violent groups causing more than 1000 victims and # Attacks # Victims Trend towards

carrying out more than 100 incidents between 1998 and relative urban,

2013. crowded,
connected
and littoral
environments
in targeting?

Abu Sayyaf Group (ASG) 229 1,515 No

Al-Aqsa Martyrs Brigade 161 1,232 N/A

Algerian Islamic Extremists 373 1,222 No

Al-Qa’ida in Iraq 633 13,601 No

Al-Qa’ida in the Arabian Peninsula (AQAP) 471 3,573 No

Al-Qa’ida in the Lands of the Islamic Maghreb (AQLIM) 204 1,681 N/A

Al-Shabaab 871 5,383 No

Armed Islamic Group (GIA) 116 1,462 No

Boko Haram 806 5,456 No

Chechen Rebels 317 4,250 N/A

Communist Party of India - Maoist (CPI-Maoist) 1,513 3,438 No

Hamas (Islamic Resistance Movement) 226 2,706 N/A

Islamic State of Iraq (ISI) 144 6,209 N/A

Islamic State of Iraq and the Levant (ISIS) 367 5,089 N/A

Kurdistan Workers’ Party (PKK) 365 1,798 No

Lashkar-e-Taiba (LeT) 116 2,561 Yes

Liberation Tigers of Tamil Eelam (LTTE) 656 7,987 N/A

Lord’s Resistance Army (LRA) 195 2,532 N/A

Maoists 599 1,891 N/A

Moro Islamic Liberation Front (MILF) 302 1,796 No

National Union for the Total Independence of Angola 141 2,468 N/A

(UNITA)

New People’s Army (NPA) 657 1,342 No

Revolutionary Armed Forces of Colombia (FARC) 1,072 5,089 N/A

Salafist Group for Preaching and Fighting (GSPC) 214 1,013 N/A

Taliban 3,200 20,253 No

Tehrik-i-Taliban Pakistan (TTP) 872 10,944 Yes

United Liberation Front of Assam (ULFA) 251 2,441 Yes

All of the above 15,071 118,932 No

World 57,629 366,616 No

Table 2. Group-level analysis of attacks, victims, and trend directions.
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Conclusion

A considerable amount of compelling evidence points to an increasingly busy, crowded
society. Right now, over half of the world lives in urban centers and 27 cities have
populations of over 10 million people. According to the UN’s most recent estimates,
46 cities will have inhabitants over 10 million by 2030, and by 2050, two-thirds of

the world’s population will reside in cities.**° Additionally, the areas projected to

have the highest levels of growth over the next few decades will be Africa, the Middle
East, and Asia, rather than the Americas or Europe. Fittingly, the close relationship of
the aforementioned trends to conflict scenarios has garnered serious interest from
security institutions and figures. Recently, it appears as though an aura of urgency and
re-problematization of urban conflict fits neatly with the most visible egregious acts
occurring in the recent past, including the massacres of Mumbai, Nairobi’s Westgate
Mall, Israel-Gaza exchanges, the Islamic State in Syria and Iraq, and more recently
Peshawar, Baga, and Paris. The actors perpetrating acts seem to both operate within
and target urban spaces comfortably; the ability of governments to protect their own
people seems called into question among the worst cases and in need of preparatory
adjustments among the best cases.

Our quantitative assessment of threat predictions, tested against recent developments,
draws on prominent examples of forecasts for the future conflict environment. We can
present seven important findings on the relationship of political violence and the urban
space:

¢ Individuals in the landlocked-urban space are targeted by violent, non-state actors
more than they are in the rural or coastal-urban space.

* While political violence has caused more victims generally, individuals in rural spaces
were increasingly targeted over individuals in the urban space.

¢ Among the most important countries, in Afghanistan, Colombia, the Philippines,
Pakistan, and Thailand, political violence is not urbanizing (and shifting to the coast),
despite changes in the population’s geographical distribution.

 In Algeria, Iraq, and Nigeria, urbanization and littoralization of political violence
takes place, but is not holding pace with the urbanization (and littoralization) of the
population’s locality.

¢ Only in India is political violence shifting into more urban, crowded, connected, and
littoral environments.

¢ Accordingly, out of the 27 most important violent non-state actors, only three are
increasingly targeting the more urban, crowded, connected, and littoral space - two of
the groups mostly choosing targets located in India (LeT, ULFA) and one in Pakistan
(TTP).

¢ Our findings are robust to additional tests run on countries in (civil) war, excluding
capital cities, excluding governmental targets or using the number of attacks instead
of the number of victims.

450 United Nations, “World’s population increasingly urban with more than half living in urban areas,”
07/10/2014, <http://www.un.org/en/development/desa/news/population/world-urbanization-
prospects-2014.html>
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Our findings challenge the prediction that accelerating urbanization and the emergence
of the coastal megacity will come with an intensification and emergence of political
violence, including terrorism in these spaces. This is not to say that other hazards like
organized crime, health crises, and natural disasters are of less concern when assessing
the increased vulnerability of these social sub-systems. Non-state actors might also
exploit these vulnerabilities for activities challenging national or regional governments,
however, we do not find evidence for these activities being accompanied by violent
conflict within these spaces. For example, while groups opposing the government might
use cities controlled by criminal entities for acquiring arms or resources, it does not
also imply they use these areas as staging grounds. Here, a nuanced understanding of an
area might give law enforcement and security organizations or aid agencies a finer grasp
of the problem. For example, rather than immediately designating crowded or drug-
heavy areas as being fragile or unstable, perhaps they function well for settling political
conflict nonviolently, just under a different set of rules. In this case, a context-specific
analytical lens might paint a more accurate picture of the dynamic differences between
countries, cities, and groups, not generalizations about the global environment. While
global trends have global impacts, the nature of these impacts remains context-specific.
From the results of our analysis, we do not find compelling reason for policymakers,
military leaders, law enforcement, and development professionals to be focused on

the prospect of open conflict, political violence, and terrorism associated with the
emergence of fragile megacities at the expense of other hazards facing coastal and urban
spaces already.
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Beyond the Jihadi Bride: Our Distorted
Understanding of Women's Motivations to Join
Extremist Organizations

Emily Schneider & Elizabeth Weingarten*'

Introduction

Many people may have been surprised by the fact
that one of the terror suspects in the recent fatal
shooting of a policewoman in Paris following the
Charlie Hebdo massacre turned out to be a woman.
That suspect, Hayat Boumeddiene, is believed to have
traveled to Turkey and then on to Syria on January
2, 2015, but she left behind a number of questions
about her involvement in the plot to attack Charlie
Hebdo and her broader motivations for ascribing to a violent ideology that traditionally
subverts women.** In the past, extremist Islamic organizations have not been open to
equal opportunities for women. Take the Taliban in Afghanistan, for example, which
denied women the ability to work outside the home or access any sort of education
under their rule.*>

This article aims to first, examine the growing phenomenon of female foreign fighters
from the West to Iraq and Syria and second, discuss possible motivations and situational
factors that contribute to the influx of women into terrorist organizations. Within that
discussion, we seek to distinguish personal and private motivations from political

and pragmatic ones. Finally, we briefly discuss how women might shape the future of
the Islamic State and how situational factors present in certain countries, like Jordan

or Lebanon for example, may make its female population more or less susceptible to
joining the Islamic State.

Data Collection Methodology

The International Security Program at New America collected information regarding
480 individuals who we deemed foreign fighters.*** To be considered a foreign fighter,
a person either traveled to a conflict zone, such as Iraq or Syria, to participate in the
conflict or was arrested or charged on their way to participate in the conflict. In some
cases, minors have been intercepted on their way to a conflict zone by authorities and
released to their parents without being charged with a crime. In these instances, they
were not included in the New America data since they neither participated in a conflict
nor were arrested or charged with any crime. We included the following information
for each person: name, country of origin, the militant group they joined or attempted
to join, the last known location, their age and sex, the disposition of their case, if there
was a notable social media presence, and if there were familial ties to jihadism. By

451 Emily Schneider is a research associate in the International Security Program at New America.
Elizabeth Weingarten is the associate director of New America’s Global Gender Parity Initiative.

452 Peter Bergan & Emily Schneider, Rise of the Female Jihadists, CNN (Jan. 10, 2015, 6:11 PM), http://www.
cnn.com/2015/01/10/opinion/bergen-female-jihadists/.

453 The Taliban’s War Against Woman, U.S. Department of State, Bureau of Democracy, Human Rights and
Labor (Nov. 17, 2001), http://www.state.gov/j/drl/rls/6185.htm.

454 The authors would like to thank Peter Bergen, the Vice President of New America and Director of the
International Security Program, for reviewing this article and David Sterman, Courtney Schuster, and
Justin Lynch at New America for their research, which contributed to this article.
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disposition, we mean whether the individual was arrested, charged, missing, actively
participating in the conflict, or killed, for example. An individual’s active social media
presence was adjudicated on a case-by-case basis and we simply noted whether or
not the individual had a Twitter or Facebook account that other sources verified as
belonging to that person.

The data collected should be taken with the caveat that reliable numbers do not exist for
many countries, especially countries in the Middle East region where governments do
not report any information regarding their citizens participating in conflicts like the one
in Syria. Thus, our data overwhelmingly focuses on Western countries. All information
was gathered using open sources, i.e. news articles, public records and court documents,
official statements made on the record, and social media accounts. The numbers were
last updated January 15, 2014.

Data and Analysis

Country Statistics

Individuals from Western countries have been traveling to war zones in Muslim
countries in the Middle East for more than a decade. According to U.S. government
figures cited by the New York Times, about 1,000 militant recruits from around the
world join the fight in Syria and Iraq each month.*>> The Netherlands has contributed
more than 1,000 fighters, according to a recent statement by Rob Bertholee, the
director-general of the Dutch General Intelligence and Security Service.**® France’s
Interior Minister Bernard Cazeneuve said in a recent interview that there have been
around 930 citizens from France that have gone to train or fight in conflict zones.*”
There are said to be 500 United Kingdom citizens with the Islamic State.*>®

Female Foreign Fighters

Of the 480 people New America was able to identify individually as foreign fighters,
almost 9 percent were female. We were able to identify 40 female foreign fighters with
an average age of 18 years old. The youngest was only fourteen years old and the oldest
was thirty-three. The country with the most named female foreign fighters was the
United Kingdom, with eight. We counted the next highest number of foreign fighters
from the United States, with a total of six female foreign fighters. There were five named
female foreign fighters in our database from the Netherlands, Belgium, and France,
respectively.

The majority of female foreign fighters chose to join the Islamic State.**° Fifty-five
percent went to Iraq or Syria or attempted to do so and were intercepted by law
enforcement in order to join the Islamic State. Only five percent joined or attempted to
join al-Nusra Front in Syria.*®® The other forty percent were unclear in their affiliations.

455 Eric Scmitt & Michael S. Schmitt, West Struggles to Halt Flow to War Zones, N.Y. Times (Jan. 13, 2015),
http://www.nytimes.com/2015/01 /13 /world/west-struggles-against-flow-to-war-zones.html?_r=0.

456 Rob Bertholee, Jihadism on the Rise in Europe: The Dutch Perspective, The Washington Institute (Dec. 4,
2014), http://www.washingtoninstitute.org/policy-analysis/view/jihadism-on-the-rise-in-europe-the-
dutch-perspective.

457 France says 930 citizens or residents involved in jihad, France 24 (Sept. 15, 2014), http://www.france24.
com/en/20140914-france-jihad-islamic-state-citizen/.

458 Jane Perlez, ISIS Lutenient Emerges From Australian Red-Light District, N.Y. Times (Sept. 26, 2014),
http://www.nytimes.com/2014/09/27 /world/asia/isis-australia-mohammad-ali-baryalei.html?_r=0.

459 The Islamic State in this article refers to the terrorist group formerly known as the Islamic State in Iraq
and the Levant (ISIL) or the Islamic State in Iraq and Syria (ISIS). We choose to refer to them as the
Islamic State since that is how they self-identify.

460 Al-Nusrah Front, The National Counterterrorism Center, http://www.nctc.gov/site/groups/al_nusrah.html.
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Motivations

The question of why women would choose to join the ranks of groups like the Islamic
State or al-Nusra is perplexing to outsiders, as these groups engage in activities (using
rape as a weapon of war, for instance*¢!) that perpetuate egregious gender inequality

by Western standards. Yet although the Islamic State, espouses governance in which
women are men’s slaves (and where a population of Yazidi women - a religious minority
from Iraq - have become slaves for everyone, including women*®?), it has recruited many
women to join its ranks.

Notably, the fact that this reality is surprising exposes the entrenched gender
stereotypes in the Western world that we tend to assign explicitly to Islamic groups; that
we continue to question why women might choose to work for a terrorist organization
or to execute an act of terrorism is symptomatic of a much larger problem in security
studies: It is that while “men’s participation in political violence is assumed and taken
for granted...women'’s needs proof and explanation.”*¢* This compulsion to explain
women’s decision to take up arms strips women of their political agency, argues
Katherine E. Brown. “Women’s political violence, it seems, needs to be explained away
rather than incorporated in order to refine existing theories of violence.”*** In their book
Mothers, Monsters, Whores, Laura Sjoberg and Caron Gentry point out that explanations
of violent women often advance gender stereotypes of women as “mothers, monsters
and whores,” while rationales for men’s violence rarely discuss gender.*¢

Media reports have described many motivations for female foreign fighters-
emphasizing factors related to private life that in some cases seem to advance those
gendered stereotypes. The Islamic State appeals to women, some reports say, because

it offers them a life of adventure, purpose*®, and access to devout, strong Muslim
husbands.*” They find the idea of raising a Muslim family in a Islamic state alluring,
particularly surrounded by a strong sisterhood of likeminded women, which they can
see via their social media accounts.*®® For many Muslim women, especially those coming
from the West, joining a community that will not only accept them as Muslim but may
help them deepen their commitment to Islam could be an attractive prospect; many feel
vilified and ostracized by their communities and their governments at home. **°

461 AKi Peritz & Tara Maller, The Islamic State of Sexual Violence, Foreign Policy (Sept. 16, 2014), http://
foreignpolicy.com/2014/09/16/the-islamic-state-of-sexual-violence/.
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Muslim women joining ISIS or al-Nusra in the Middle East North Africa region may

not have quite the same motivating factors, as many may come from countries where
Islam is more accepted. Moreover, these women tend to travel with their families, so
motivations may be tied more closely to the desire of their husbands to fight, or perhaps
to the relative security - both physical and financial - that groups like the Islamic State
can offer their families. #7°

And yet, what we see less of in media reports are the political, economic and pragmatic
reasons that women also join groups like the Islamic State and al-Nusra.*’? In reality, for
both women and men, motivating factors often include a combination of the personal,
economic and political.*”? Women, for example, may choose to come to the Islamic State
because, according to some experts, the IS pays them for their service.*”? It pays men a
higher salary because men are considered the “providers” of the family whereas women
aren’t required to use their earnings towards the care of their family, and hence do

not need as much.*’* In addition to a salary, IS also reportedly pays for rent*’®, medical
services and, according to some experts, offers compensation for children.*’® Given the
tenuous economic situation for women and men across the Middle East (unemployment
rates are high across the region*’’, and in many cases they are higher for women than
for men*’®) and given that in the West, there are higher levels of unemployment*”®
among populations of Muslims (partly due to discrimination), this could be a powerful
motivating factor.

Women may also join IS or al-Nusra because they are passionate ideologues, determined
to fight for an organization that promises a return to a golden Islamic era where Muslim
people thrived - a kind of Islamic utopia.

And yet, these economic and political factors cannot be as easily sexualized or
scandalized, and so they may appear less frequently in media reports. Research
conducted by Karen Jacques and Paul Taylor, which assessed the archives of coverage
of female suicide terrorism, illuminates trends in that coverage that may be similar to
trends in coverage of women joining ISIS, although more research is needed to verify
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this.*®® They found that women’s motivations in this context were associated more with
personal and emotional motivations than religious or nationalistic motivations - like the
need to take revenge.

It is important to recognize this gender bias in considering terrorism motivations
because “recognizing women'’s agency...challenges the gender order, which deems
women inferior owning to their supposed emotional and physical weaknesses,” Brown
argues.*®! In a phone interview, she also contrasted the coverage of the two teen sisters
from Manchester who fled in the middle of the night to join ISIS this past summer with
the coverage of the brothers who carried out the attacks at Charlie Hebdo. Coverage of
the sisters focused on their private lives, she contended, whereas the stories about the
brothers were very much about the politics they represented.

Notably, no matter their motivations for being there, the primary role for most women
in the Islamic State *#is to serve as domestic caretakers. Although some women have
managed to secure positions on all-female policing brigades (in al-Khansaa and Umm
al-Rayan, for example*®?) enforcing Sharia’a among the population of women, serving as
guards or joining men at checkpoints so they can search other women for contraband,
the vast majority are tethered to the kitchen: There, they spend their days cooking,
baking, caring for their male fighter and for their children. The Islamic State has even
gone so far as to open a sort of finishing school for its female recruits, called al Zawra,
which aims to “prepare sisters for the battlefields for jihad,” according to its mission
statement.*®* The institute also released a cookbook for the wives of jihadis.**® In
contrast, al-Nusra tends to offer women more nuanced, operational roles; they are less
frequently used as “rewards” for the men, and are often deployed in support positions.*

The Future of the Islamic State

While ISIS propaganda seems to point to a plan to expand into Jordan next*®”, many
experts agree that the organization is unlikely to grow beyond Iraq and Syria because
it is not yet strong enough in those two countries.*® In Iraq and Syria, the group was
reportedly losing territory*®® in the last few weeks of 2014.*°° But if anything can help
predict where the Islamic State will strike next, it is tracking where there is unrest and
potential security vacuums. ISIS has exploited the sectarian conflicts in both Syria and
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Iraq, though it did not cause those conflicts itself. If similar tensions begin to boil over
in Jordan or even in Lebanon, we may find the group swooping in to create their version
of law and order amidst weakened state security forces, and a fearful, fractured, and
frustrated population.

Regardless of where it may go next, the Islamic State seems to have figured out what
some other terrorist organizations seem unwilling to admit: that women are a resource
not only worth tapping into, but critical to the survival of the organization. What's
more, women have complex, nuanced motivations for affiliating themselves with the
Islamic State. The West must also recognize this fact, and acknowledge that women
will continue to be a part of terrorist organizations -- counter to still-ingrained gender
stereotypes -- for myriad reasons. Failing to accept reasons other than personal ones as
acceptable justification for women aligning with terrorist organizations leaves a large
and obvious gap in analyzing how these organizations operate. Relinquishing these
stereotypes may enable us to consider foreign female fighters - and the organizations
that they work for - in a different light, allowing for deeper and more forward-looking
analysis.
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European Jihadi-Tourism: A Review on European
Foreign Fighters and Europe’s Counterterrorism
Responses in 2014

Kitty Veress

Abstract:

An increase in the number of European foreign fighters travelling

to Syria and Iraq has augmented the threat they pose to their home
countries. Due to a “veteran effect”,*** European foreign fighters may
jeopardize their home country’s national security as their experiences
with extreme levels of violence and newly acquired battlefield
expertise may cause these individuals to exhibit radicalized behavior
upon return. As it stands, both the European Union’s as well as state-
level policies are insufficient to counter the threat posed by foreign
fighters. A hardliner approach of stigmatization and punishment, such as implemented
in the United Kingdom and France, may be counter-productive in the longer term as it
risks alienating the broader Muslin community. Softer, rehabilitative measures, such as
practiced in Denmark, may make for more effective provisions for returnees, but fail to
deter prospective foreign fighters. In terms of future considerations, a multi-pronged
strategy should include stakeholders from local, national and intergovernmental levels
to prevent an impact on international security.

Introduction:

Ever since the eruption of the Syrian Civil War in 2011, foreign fighters have travelled
to the area in flocks, with numbers rising exponentially by 2013. National security
agencies and experts estimate that over 12,000 foreign fighters from 82 countries have
gone to Syria to fight since the civil war began. This number is highly disproportionate
to foreign fighter flows in previous conflicts, as Syria has already attracted more
foreign fighters than Afghanistan did in ten years.*> While individuals from the

Arab World make up the great majority of foreign fighters, approximately 3,000
foreigners are believed to have come from Western countries. With respect to Europe,
EU Counterterrorism coordinator Gilles de Kerchove stated in April 2014 that over
2,000 EU citizens were currently fighting in Iraq and Syria.**®* However, this number

is believed to have further experienced a sharp increase over the second half of 2014,
with the latest estimates referring to 3,000-4,000 European foreign fighters.*** Most of
these radicalized individuals are from Western European countries, such as Belgium,
the Netherlands, Germany, France, and the United Kingdom. The latest state-specific
numbers estimate that France has roughly 1,000 foreign fighters,*** the United Kingdom
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(UK) more than 500*¢, while Germany just upped its numbers to 500 as well.**’ In terms
of foreign fighters per population, Belgium (250) and Denmark (100) have the highest
proportions.*® The numbers usually stem from official national intelligence estimates
and research centers that monitor individuals at risk and track publicly accessible

social media profiles. However, they are nothing more than estimates as foreign fighters
manage time and time again to slip through the nets. While some foreign fighters like

to boast about their undertakings on social media, others, who plan on keeping their
intentions covert, can reach Iraq and Syria easily without alerting the authorities. At
times, relatives of a disappeared person only learn about their loved one’s involvement
on the Syrian battlefield after receiving a phone call telling them that the person has
died.**® The lack of accurate data also derives from the problems associated with
defining a foreign fighter. It is unclear whether this term pertains to individuals who
have already left their home country en route to Syria and Iraq, or to individuals who are
only playing with the idea of joining the battle. The European Union seems to have no
unified definition of what a foreign fighter encompasses, leaving the determination up to
the member states.>*

Several factors may be responsible for making Syria disproportionally more attractive
to foreign fighters than earlier overseas conflicts. Elaborate, global social media
campaigns (such as those propagated by groups like the Islamic State of Iraq and
Syria (ISIS)) are especially appealing to teenagers and adolescents whose affinity for
the internet makes them an easy target for radicalization in their own bedrooms. The
geographical proximity of Europe to Turkey, the prime entry point into Syria, as well
as the open border policy within Europe, result in logistical ease of travel.>! Very few
foreign fighters seem to have any prior connections to Syria and their motivations
varies. The less ideologically committed may be thrill- and risk-seekers who regard their
engagement in the Syrian and Iraqi battles as one big adventure while others travel to
the conflict zone to provide humanitarian assistance and help fellow Muslims in need.
The biggest group may be ideologues that follow the extremist groups’ call for hijra®’?
out of their deep religious convictions. The jihadist narrative seems to be common
across all nationalities and is a major draw-factor for radicalized individuals as the
influx of foreign fighters increased markedly since ISIS’ declaration of the Caliphate.>3
Across all divisions, radicalized Europeans seem to be disaffected, aimless and lack a
sense of belonging; with many having just recently converted to Islam and seeking a
greater sense of purpose in their lives.>**

Once in Iraq or Syria, the foreign fighters disperse to join different groups. The groups
that attract the most foreigners, Ahrar Al-Sham, Jabhat Al Nusra, and ISIS, are the most
extremist. These militant organizations tend to be more disciplined, better organized
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and better resourced than moderate groups that struggle to fight effectively and
cooperate with each other.>% ISIS’ continuous military successes since their summer
2014 offensives has made the group more attractive for new recruits that want to be
part of the victorious campaign. Extremist groups may also be better suited to integrate
foreigners across their ranks as their jihadi narrative of defending a global community,
the Muslim umma, may be more inclusive than the more locally focused grievances of
other groups. All these groups show either former or present ties to Al-Qaeda (AQ). AQ
has sent senior operatives to liaise with extremist groups because it regards the Syrian
conflict as a great recruitment source for future overseas attacks.>% As the situation in
Syria and Iraq goes on and the countries become more divided, extremist groups will be
able to establish safe havens and strengthen ties with the local population. These safe
havens create new breeding grounds for terrorism and further the extremist problem, as
well as cause long-term instability.

National security and law enforcement agencies have difficulties assessing who has
travelled to Syria because of Europe’s open border agreements. These open border
agreements, referred to as “Schengen”, have immensely scaled down border security
procedures. Likewise, authorities’ efforts of tracking the fate of foreign fighters upon
their arrival are severely handicapped due to a lack of on-the-ground intelligence. It
may only be through social media profiles that governments learn which group a fighter
has joined, who decided to settle in Syria, who died, and who decided to return home.
At present, there are no estimates available for the ratio of foreign fighters returning

let alone their reasons for doing so. France provides a detailed breakdown of its foreign
fighters. A parliamentary statement declared that among its 950 foreign fighters, 220
are preparing to depart, 150 French nationals are on their way, with 350 individuals
already fighting there, and about 180 returning.**’ The decision to return home is an
under-researched field for both academia and policy-making. Among those who return
home, there are some who - instead of completely pulling out of radicalized circles -
travel back and forth to Iraq and Syria on a regular basis or serve as facilitators for other
recruits. Nor is it known why others burn their passports and choose to stay and settle
in Syria, or move on to other conflicts.*% Others embark on suicide missions and die as
martyrs or on the battlefield.

Not all returnees travel back home with the explicit intent to wage a domestic attack.
However, all carry with them the experience of being exposed to a very extreme form
of radicalization and violence, combat training, terrorist and guerilla tactics as well as
radical Islamist thinking that will steer their future lives.>” The experience of being in a
warzone will leave a lasting imprint on these individuals. Returnees may not be able or
willing to resume their old lives because the seed of extremism they carry overburdens
them. Upon their return, foreign fighters display different behaviors: whereas some
exhibit disillusion, trauma or further signs of psychological damage, others might come
equipped with a propensity for political violence. According to a study by Norwegian
academic Thomas Heghammer, one out of nine foreign fighters, who were involved in
overseas battles, turned into domestic terrorists upon their return.>'° Thus, only a small
fraction of returnees may continue to wage attacks on their home soil. Conversely, a
“veteran effect” proposes that most of the domestic terrorists turn out to be veterans of
an overseas conflict. Heghammer states that these individuals have spent time gathering
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battlefield experience abroad, honing their operational skills and increasing their
radicalized networks prior to their attacks on their homeland.

One incident involving a foreign fighter this year not only demonstrated potential
spillover effects by returnees but also highlighted the vulnerabilities in European
monitoring. On May 24, 2014, radicalized French national Mehdi Nemmouche conducted
a shooting with automatic machine guns at a Jewish museum in Brussels, Belgium,
leaving four visitors dead. The Algerian perpetrator was formally affiliated with ISIS,
according to the statement of a French journalist who recognized him as one of his
captors while taken hostage in Syria.>! Upon leaving Syria, Nemmouche had travelled
from Turkey to Frankfurt, Germany. Although the European-wide SIS system flagged him
at German customs and subsequently alerted the French, he was allowed to continue his
journey to Brussels where he perpetrated the attack.'? Officials regard this incident as
worrisome as it demonstrates their inability to prevent returnees’ violent attacks upon
the innocent, even when monitored by state authorities.

The European Union’s counter-measures

There is a blatant lack of targeted counter-measures initiated at the EU level. There

are no specific references to foreign fighters in the general EU Counter-Terrorism
Strategy, nor do the recommendations in the latest EU Counter-Terrorism Strategy
discussion paper, authored by EU Counterterrorism Coordinator Gilles de Kerchove

in 2012, discuss the problem of foreign fighters in detail. While the EU Strategy for
combating radicalization and recruitment has been revised to study the foreign fighter
phenomenon more closely, its recommendations lack comprehensiveness as well as
practical guidelines. The EU has been trying to come up with a counter-terrorism
strategy for the past 18 months. The process may have accelerated due to the increasing
influx of jihadi returnees, but officials are concerned that the results will be too little, too
late. 13

A notable exception to the European Union’s hesitancy is the Radicalisation Awareness
Network (RAN). Established by the EU Commission in October 2011, it serves as a
compendium of good practices in the prevention of radicalization. The network is
composed of over 700 “first-liners”, practitioners that are the closest to a community at
risk, such as social workers, local authorities and community policemen. RAN’s ‘lessons
learnt’ give a good overview of measures that need to be implemented to better address
foreign fighter flows. However, the support offered by RAN remains rather passive as it
depends upon individual countries’ calls for support. By 2015, RAN is to be transformed
into a “European knowledge hub” with the help of a 20 million Euro program. It will
then act as a support center for pooling experiences and recommending best practices
on fighting foreign fighter flows upon member states’ requests.>** Eventually, RAN is to
help create national platforms of excellence that introduce radicalization prevention
strategies tailored to a country’s individual characteristics.

Notwithstanding striking policy gaps, there are several ways the European Union can
advance forward. One of the first steps to be taken is to find a common definition of what
a foreign fighter is in order to streamline international monitoring practices. An EU-led
initiative, possibly in collaboration with the EU’s Radicalisation Awareness Network
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(RAN), should be responsible for narrowing down the term “foreign fighter”, and decide
whether it also extends to prospective jihadists who are merely in the planning phase.
Ways need to be found to take pressure off the respective law enforcement agencies
that are trying to keep up with the increased demand on monitoring individuals. It
does not help that joint initiatives, such as the EU-wide Passenger Name Record system
that would help to identify suspects based on key parameters, are faltering due to
competing priorities in different states that fear the collection date of the innocent.>®
This system would greatly benefit law enforcement and intelligence professionals, as
well as increase inter-agency and inter-state intelligence sharing. Intelligence sharing
should be explicitly encouraged by the EU to track prospective and current foreign
fighters, monitor online communications and share airline passenger information in

a more effective way that reveals foreign fighters’ often elaborate travel patterns.>'¢

A further measure consists of improving border security between Turkey and Syria.
Turkey’s government officials have been hesitant to bolster their border security due

to their diverging national interests.>!” It is up to the EU to exert diplomatic pressure on
Turkey and to support the country with resources to establish stricter border screening
procedures. Some EU-initiated measures can, however, be useful to track and monitor
foreign fighters: The Schengen Information System (SIS) has the ability to flag suspicious
individuals who travel throughout the EU-territory. Yet, it is incomprehensive and
incomplete as national intelligence services are cautious to provide data out of fear of
compromising their sources. The United Kingdom, one of the countries with the biggest
foreign fighter problem, has opted out of all programs under the EU’s justice and home
affairs portfolio, including the SIS, which effectively curtails the reach of the program.*®

State-specific approaches

Policy-making on the individual state level does not seem to be connected to EU policies
at this time, mostly because the EU hesitates to lead any major initiatives. One of the
most prominent approaches taken by European nations rests on stigmatization and
punishment. The policy is focused on restrictive measures that are geared towards
preventing prospective foreign fighters from leaving the country and punishing them
upon their return.

In line with the resolution fostered at the UN Security Council September 2014 session
chaired by President Obama, the approach criminalizes the participation in a foreign
war or membership in a designated group.>'® Foreign fighters face legal consequences,
upon detection or return to their home countries, such as a revocation of citizenship and
confiscation of passport, as well as a criminal investigation. This approach is supported
by stricter travel policies that rely to a great extent on intelligence and monitoring.
France recently implemented a new anti-terror law aimed at stopping French extremists
from joining fighters abroad. The new legislation allows authorities to impose a travel
ban on suspected jihadists by confiscating passports and detaining individuals.>?° The
novelty about the law is that it allows the targeting of lone-wolf individuals, as opposed
to groups. The UK, one of the countries with the toughest anti-terror laws, already has
legislation in place that allows authorities to revoke citizenship of a dual national and
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detain British suspects for up to 14 days without charge. Terror training at home and
abroad is further punishable by a prison sentence of up to ten years.>?! In addition, the
UK has recently implemented new anti-terror legislation to confiscate passports of
those who leave to be British foreign fighters, to temporarily prevent British jihadists
from re-entering the UK and to relocate foreign fighters away from radicalized hotspots
upon their return.?? Fighters returning home face surveillance, terror charges and
potential jail time. While there are several de-radicalization programs in the UK, none
of them are specifically targeted towards British foreign fighters who have engaged

in battle in Syria.>?® Besides criminalizing all activities and association with ISIS on
German soil under penal law, Germany has already implemented laws to confiscate
suspected jihadists’ passports and ID-cards. By the end of the year, Germany also plans
to criminalize the mere intent of participating in terrorist activities abroad, in an effort
to target would-be foreign fighters who are in their planning phase.>** The reasons for
this hard-line approach are clear: no government would like to take the blame for having
failed to detain a dangerous foreign fighter and thus actively facilitating a potential,
future terrorist attack.5®

On the other end of the spectrum, some countries rely on soft measures aimed at
fostering favorable conditions for the reintegration of returnees. Preventative steps
entail rehabilitation programs, as well as cooperation and communication with local,
vulnerable communities. >2® While EU member states such as Belgium, Denmark,

the Netherlands, and to a lesser extent Germany and the UK, have started engaging
communities in monitoring foreign fighters, most of the countries do not possess
specifically targeted community and rehabilitation-based programs for individuals at
risk of radicalization. A notable exception to this is Denmark, the country with Western
Europe’s second largest number of jihadist fighters per person. Denmark recently
unveiled a new rehabilitation program for foreign fighters in Aarhus that protects
returnees from prosecution provided they do not carry out terrorist operations at
home.>?” Fighting in Syria is not considered a crime, and returnees do not have to

fear prosecution. Upon their return, foreign fighters are given the offer to participate
voluntarily in the rehabilitation program that entails counseling sessions, psychological
aftercare and practical assistance in finding housing, and employment. A change of
beliefs is not required for participation. Danish government officials state that the
program is designed to offer help while also keeping a close watch.>?% Only recently
activated, it remains to be seen whether the program that emphasizes forgiveness and
support rather than punishment will successfully reduce the threat of domestic attacks,
especially since participation in the program remains voluntary. There is a good chance,
however, that Danish jihadists will open up more readily about their experiences when
they feel less stigmatized by society and are given the opportunity to go back to leading
a normal life.
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Several problems arise with member states’ current approaches to foreign fighters.
With most of the programs targeting foreign fighters, it is often not clear who should
take the lead. Most member states do not possess clearly delineated responsibilities and
provisions for multi-agency collaboration.>?° European countries need to form useful
operating procedures and cooperation between law enforcement and security services,
social services, local authorities, private sector, communities, and key individuals.>3°
This entails practical and legal challenges as to who will do what, how national and
local authorities are to cooperate, and how counter-measures are to be implemented.
Legislative gaps such as the measure of passport confiscation need to be revised, for the
reason that they are not sufficient to curb foreign fighter movement as individuals can
simply use their national ID cards to get as far as Turkey.

The stigmatization approach brings about several caveats. While governments are
increasingly under pressure to identify returnees who pose a risk at home, they risk
alienating the broader Muslim community by introducing restrictive measures on their
peers. The policy of tracking and monitoring foreign fighters may also not be sustainable
as the number of foreign fighters is set to increase even more and monitoring resources
are already stretched.>*! There are already websites that tell individuals how to avoid
controls, and which travel routes to take, according to Counterterrorism European
Union Coordinator Gilles de Kerchove.>? A complete surveillance of potential suspects
and returnees would thus be impossible, not only because of a lack of resources, but
also due to the open borders inside the Schengen area. Excessive surveillance would
furthermore infringe on civil liberties, a freedom that highly coveted by EU citizens.

A lack of coherent policies towards returnees in the whole of Europe is evident, as
restrictive measures dominate and societal dissuasion and reintegration are often
under-prioritized.

However, European nations need to make provisions for foreign fighters who are
regretful about their decision to join the fight and want nothing more than to return

to a normal life at home, but are prevented from doing so out of fear of being arrested.
British media has already reported on instances where a group of British jihadists

was hesitant to return because of their fear of arrest.>** Constructive engagement with
returnees is essential, as they can play a significant role in devising better measures
against dangerous foreign fighters. They are a treasure trove of intelligence and can help
to gain more insights into radicalized individuals’ reasons for overseas engagement and
their decision to return. Furthermore, former foreign fighters can improve preventive
measures by serving as deterrence for would-be jihadists. The use of returnees as a
credible source and the spread of their counter-narrative may facilitate engagement
with radical communities that feel disadvantaged by society.>** Initiatives emphasizing
counter-narratives, such as RAN’s “Abdullah X” YouTube series, need to be promoted,

to expose ISIS’ propaganda and promises. Returnees are suited best for presenting
vulnerable individuals with alternative viewpoints and clearing up romantic or naive
preconceptions about conditions on the ground. In line with the U.S. State Department’s
“Think again, Turn Away” initiative that presents counter-narratives to Islamist
narratives, European states should thus spend more resources on utilizing social media
to undermine narratives and expose discrepancies in extremists’ tales.
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How state authorities treat their returnees will play a big role in determining these
individuals’ future behavior, especially if hard measures outweigh rehabilitative
measures. The measure to prevent foreign fighters from re-entering their countries as
well as forced relocation may fuel grievances, not only in the expulsed jihadist but also
in his home community. The opportunity to engage in community-based dialogue may
then be cut off as whole communities may decide not to come forward because of fear of
prosecution.”®®> Some academic experts state that hard punishments may serve to create
‘suspect communities’ that may decide against collaboration with the authorities out of
fear of being arrested and because of perceived discrimination against the community
as a whole.>*® This may exacerbate favorable conditions for radicalization into violent
extremism and wear on communities’ trust in their governments.

The key will be to invest in community based approaches to identify and engage

with returnees and to interview returnees about their experiences. This will help
differentiate the individuals that simply want to go back to their old lives from the

ones that pose a threat to society.>*” A special focus should be on the engagement of
disaffected, aimless individuals that lack a sense of belonging, be it immigrants, families
with different cultural and religious practices or troubled teenagers. Community and
family-based engagement is crucial both for countering radicalization and facilitating
de-radicalization as communities are the prime holders of expertise in identifying
people at risk and supporting reintegration.>*® Vulnerable individuals need to be offered
alternatives without alienating whole Muslim communities or communities at risk.

The very few rehabilitation programs that have so far been introduced are still in the
making and will have to adapt as problems arise and lessons learnt are applied. Future
studies will determine the markers of success for reintegration to tailor rehabilitation
programs to the needs of both the returnee and the society. A combined approach,
complementing hard measures with soft measures, may constitute the most appropriate
measure to address the issue of foreign fighters on all ends, from radicalization to de-
radicalization. This necessitates a closer collaboration of different entities, be it local
administration, law enforcement, or branches of a country’s government. It should be
in the European Union'’s interest to take a lead on this and coordinate these approaches,
to provide maximal support to its members and minimize potential acts of violence
inspired by the jihadist narrative.

It is evident that more research on foreign fighters is needed to closely examine the
reasons why a foreign fighter engaged in the conflict, what he experienced during his
time overseas and why he decided to come back. Spending more resources on answering
these questions will improve European states’ abilities to prevent potential foreign
fighters from leaving, keep track of foreign fighters abroad and deal with returning
foreign fighters in an effective way. After all, the flow of foreign fighters is not likely to go
away in the near future. If anything, it has only just begun and Europe needs to be ready
to deal with it.
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